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Introduction

Several automobile industry goals are driving the need for increasingly secure and high confidence automotive cyber platforms.  The goals of improving energy efficiency, decreasing environmental impact, reducing traffic fatalities, and minimizing traffic congestion all drive automobile manufacturers towards development of increasingly complex, automated, and interconnected cyber-physical systems.  Vehicle subsystems that were once isolated are now being integrated into interconnected networks with cross-domain functional dependencies, thereby increasing the software and system design complexity.  Increasing degrees of automation in driver assistance and active safety systems are demanding higher degrees of assurance in the dependability of these systems.  Compounding these concerns, the vehicle is being connected through various external cellular and wireless data services to supply a variety of features including text and phone messaging, real time navigation, emergency services, web access, and software upgrades, thus necessitating cybersecurity measures to protect against hackers.  On the horizon, vehicle to vehicle and vehicle to infrastructure (V2x) systems are being proposed to increase coordination, efficiency and safety of the road network and traffic system.  This trend towards increased complexity and connectivity is likely to continue, and creating high assurance and secure automotive systems will be vital and challenging.

Research Challenges: 

Three broad research challenges have been identified in the area of automotive secure and high confidence platforms:  software complexity, high assurance, and cyber-physical security.

Software Complexity
Currently it is impossible to validate software functionality sufficiently
 through testing as the number and complexity of integrated modules increases.  New tools and methods are needed to assure system functionality in the face of increasing software complexity.

Software modules are developed by multiple companies, often with different development processes, assurance techniques, and product cadence.  New business models and techniques are needed to deliver on-time integrated vehicle functions while protecting respective intellectual property rights.
Assurance (Safety and Reliability)
As safety critical systems are integrated, many traditional safety-assurance methods are not viable.  Redundant computing, sensing and/or actuation often involve increased cost that must be minimized in consumer products.  New cost-effective strategies are needed to ensure safety-critical functionality.

Current practice is to ensure fail-safe operation of systems and components.  As the degree of control automation and authority over the motion of the vehicle increases, there will be a shift in the automobile industry towards fail-operational rather than fail-safe cyber-physical systems.  As systems are integrated, cost effective fail-operational techniques may be needed to assure system functionality.  This poses the problem of system assurance with components that may have multiple behaviors such as nominal, fail-silent, and fail-operational.  New techniques are needed to assure appropriate failure mode management as vehicle systems become interconnected.

Common mode failures present challenges for interconnected systems.  These common modes can come from a variety of sources such as EMC, weather, power supplies, and sensors.  Complexity rises dramatically when multiple failures are considered.  New techniques are needed to reduce the complexity of the analysis and design of systems with multiple failures.

Cyber-Physical Security
Balancing the desire for vehicle connectivity with the need to assure system security, personal privacy, and regulatory compliance, cyber-physical security has become an important issue to the automobile industry.  While the customer desires all the features that connectivity can bring, that connectivity also makes the vehicle vulnerable to security threats that may modify the vehicle behavior in undesirable ways. These threats may or may not be malicious. Accessing vehicle data such as vehicle location, speed, audio and video is another important privacy and legal concern.  New methods and standards will be needed to guarantee safe and secure automotive systems.

There is much debate about the future of fully autonomous vehicles (i.e., self-monitoring, self-healing, and self-configuring).  Even though it is difficult to predict if and when such vehicles will be widely available to the public, it is clear that there will be increased reliance upon driver assistance and active safety features, such as adaptive cruise control (ACC) and lane keeping systems.  Unauthorized modification and/or hi-jacking such safety critical systems are serious assurance concerns for the future. 

As witnessed by the computer and cell phone industries, open source or third party software is a very powerful approach to accelerating feature development.  This trend has been especially true for infotainment systems.  Open source software presents unique problems for automotive cyber-physical systems that incorporate safety critical nodes and/or components.  Methods and tools must be developed to manage open source software and assure proper vehicle operation.  
Strategies and Roadmaps

Software Complexity
Current Practice

· Model and math based design methods are used on components or subsystems, but not on the full vehicle and environment.

· Formal methods are currently only being used for research.

· Current practice does not develop or use separate requirements for a safety monitor at run time.

· The ISO-26262 Functional Safety Standard is being deployed, but this standard is not a complete solution as it only addresses programmable electronic control systems, not the entire vehicle.

3-5 years:

· Improve formal methods to improve efficiency for high complexity systems.

· Develop new automated validation and testing methods.

· Support research and standards for the development of run-time safety monitors.  This includes developing separate requirements, recommendations and formal methods for run-time monitors.

5-10 years:

· Research in self-healing mechanisms.  This is not fault tolerance; it is low-level software to take care of exceptions, for example, buffer overflows.  The goal is for each control unit to do self-checking to keep it alive and to have it fail predictably.
· Techniques that can handle partial or incomplete system information (such as fuzzy logic, probabilistic models) to decompose the system to model interactions and/or entry points.

· Automatic generation of system models from requirements or existing partial models that can factor in tradeoffs among non-functional requirements, while explicitly accounting for environmental and system uncertainty.

Assurance

Current Practice

· Limited testing of the complete vehicle and environment.

· Some diagnosis and performance checking is done to mitigate the effects of failures.

· Standard automotive architectures exist for fail-safe systems such as electronic throttle control (ETC), consisting of a main processor and a supervisory processor.

3-5 years:

· Develop demonstrations and requirements for an extended fail-safe platform with supervisory controller.  Some aspects of fail-operational should be included.

· Develop techniques for run-time diagnosis and built in self tests.

· Develop system test and validation techniques such as a virtual test environment, hardware-in-the-loop (HIL), etc.

5-10 years:

· Develop formal analysis techniques that can handle partial/incomplete models.

· Real-time analysis of performance.

· Model-based testing and validation.

· Development of techniques to move from diagnosis to prognosis of failures.

· Initial fail-operational approaches based on symmetric redundancies.

10-20 year:

· Development of cost effective fail-operational approaches, perhaps based on asymmetric redundancies.

· Development of techniques to assess the effects of architectures on safety assurance and security.

· Development of dynamically re-configurable hardware platforms.

· Cyber-physical system co-design techniques that combine physics-based principles with computer science concepts.

· Scalable formal methods with mixed modes (temporal vs. discrete vs. continuous).

Cyber-Physical Security
Current Practice:

· Rapidly evolving networks and connectivity.

· Internal vehicle networks are “soft” with very little verification of messages.

· Sometimes regulatory requirements conflict with security. 

3-5 year

· Assess existing IT security techniques to determine which ones can be adapted in a straightforward fashion for the automotive industry. Perform adaptations and extend as appropriate.

· Develop automotive-specific threat models (threats, actors, etc.).

· Domain analysis to bring the physics of the cyber physical automotive problem into the analysis.

· Develop a security-specific automotive process standard.

· Standards

· Processes

· Tools

· Culture

5-10 year

· Adapt additional IT security techniques. Develop additional techniques and tools that will support the systematic application of these IT techniques in the automotive domain

· Develop trusted hardware and software platforms for automotive systems.

· Secure V2x implementation and models.

· Refine threat models and domain analysis.

· Refine security specific automotive process.

10-20 year

· Develop predictive threat tools including behavior analysis capabilities.

· Continue to follow IT security community trends.

· Develop automatic updating of security measures similar to software industry.

· Supply chain and maintenance security solutions available.
Recommendations for Institutions and Cross-Institutional Collaboration

Data Sharing
Data that captures the true complexity of current and future automotive CPS networks.

Action item:  NHTSA Visteon Data from ACC field trial.

Model Sharing
Need a common set of models for the various vehicle features and subsystems.  These models will become the benchmark for various techniques and will allow for apples to apples comparisons between techniques.
Link to NHTSA Publications: 

http://www.nhtsa.gov/Research/Crash+Avoidance/Office+of+Crash+Avoidance+Research+Technical+Publications.
Benchmarks

Measures and benchmarks are needed to provide a common framework to assess potential and benefit.

New IP Approaches

The conflict between the needs for universities to publish and companies to control intellectual property and information potentially hampers collaboration. For effective collaboration, the problems, models, data and funding must be moved into the non-competitive domain.
�“completely” might be more politically appropriate here. Consumers don’t want to hear that ewe don’t have a sufficient means to validate software functionality. But it is true that we cannot completely validate functionality, but hopefully all vehicles are sufficiently validated? 





