CPS: Synergy: High-Fidelity, Scalable, Open-Access Cyber Security Testbed
for Accelerating Smart Grid Innovations and Deployments

NSF Award # CNS 1446831, Project Managers: David Corman (NSF), Christos Papadopoulos (DHS)

Pls: Manimaran Govindarasu, Venkataramana Ajjarapu, Doug Jacobson
Postdoc: Gelli Ravikumar; Graduate Students: Vivek Kumar Singh and Burhan Hyder

Motivation & Project Goals R&D Use-cases and Impacts

® Cybersecurity of the power grid is of paramount importance to national security and economy. |. R&D Modeling: Wide-Area Damping Control
® Proposed physics-based and signal-entropy based feature extraction to increase the accuracy and
® CPS security testbeds are enabling technologies that provide realistic experimental platforms for the robustness of the trained supervisory Machine Learning model.
evaluation and validation of security technologies within controlled environments. ® Test results witnessed ADM module with 96% accuracy including low false positive and negative rates
Proiect ObiECtiVES for the stealthy data-integrity attacks.

Pulse Attacks (Data-Integrity attack)

® Develop innovative architectures, models, and algorithms for large-scale CPS security testbeds. [ semsk
!.\; ,1,:\ COLUMBIA ; a) Attackyon PMU-2 I\!Ieasurement Signals ) S5 d) Attackron PMU-2 Measurement Signals )
k \ g ” ” —— Without ADM —— With ADM g ” —— Without ADM — With ADM
® Design and implement a high-fidelity, scalable, open-access CPS security testbed for the Smart Grid, O e Poiiii b 40— | \ | o ﬂ ﬂ \
—— - s
and to conduct CPS security research experimentation. = B A _ S, /N W=
Pl E \ V 2 U
. o . Saor VULV 2ol U VYUV
e Develop standardized datasets, models, libraries, and use cases, and make those available to a T e = = 2 - Se0E = = : =
broader research community through an open, remote-access model by leveraging collaboration from ﬂ ) Attack on PMU-5 Measurement Signals L m——
: ' — [ ' Y ] <500 F ! 3
academIC and Industr artners. ‘ ,'. ". ; . < —— Without ADM —— With ADM ; ~—— Without ADM — With ADM
yP PpCl ™\l | = =
2 2450} ] =8
e Develop and disseminate innovative curriculum modules including CPS Cyber Defense Competitions | - | | = = o] 7= ‘
\V / £ £
for imparting security knowledge to students via inquiry-based learning. ’ f @ 4001 \/" ‘ @
(Lr——— 0 5 110 15 20 350o 5 10 15 20
° | ’ h c) Attack on WADC Signal f) Attack on WADC Signal
Testbed Architecture and Methodology WP = ] ] T e
‘ 2 =3 =
o PDCI Terminals Y S 414} / « S
~— Y i
Ll °® ® [®)) o)) 400 1
Testbed architecture ﬁ Federation architecture Q) North PMU measurements < Northsouth - V/\,__==_, 5
Montana-NW = £ =
B Testbed. N o South PMU measurements 1 e & ol }, | | | & ol | | | J
( ) Western Interconnection gl BC-US . . : = v - - & : -y 3 =
Control Layer time (s) time (s)
EMS, 45, RTU Information/Control B ’ Normal (a-c) and Voltage Perturbation (d-f)
S 4 \
Layer Communication Layer 0 0 0 o o o
— 71— Testbed Federation: Wide-Area Monitoring Application
I . ® Model validation and cyber attack-defense studies were carried out.
Routing L Physical Layer ) . . . o .
infrastructure, C i cation Laver \_ Y, ® Measured wide-area latency for synchrophasor data was 26.6 msec, which is within the industry
Network protocols, DS EE A BT AED -
. requirement of 38 msec (by BPA and SCE).
Routers, Firewalls @ oy o pweY SN T
Testbed Testbed
1 j é j ‘\ Control Center Network |
Power System . Control Layer <\]:> Communication Layer ‘
Simulators (RTDS, PhySICaI Layer J \ J B v || Control Center Network
OPAL-RT) I J o | el J , =0 . T [ Control Center
Communication Layer Physical Layer o Center | EMS " wams | :
Visualization, S | t “(Geographical 't | hsitoncn)  [Super@ne] |
I R LS T T T T t\.-...........-....-....- g : -'| Distance) B 3.............................. il

PowerCyber: Remote Access CPS Security Testbed A A _@w

In nternet ‘ """
RS VCSISISIUSYSISSSSISIOSY (ETISISITSIS TSRS 5 » SCADA & SCADA \J‘ ..........................................................
Substation 3 ol e Gateway Gateway Substatlon 3 5
Physical Cyber . = Substation 2 Data Bus P Substation 2
: & | Substation 1 = o - (IPSec VPN Tunnel) | Substation 1
: RTU PDC kg | ‘ * :

RTU,  |PDC]

ControlCent " conrol ML MVARL [ pmu/retay l—l
ontrolCenter :
: Real-Time Digital Power Simulator :

i| RealTime Digital Power Simulator

System (Transmission) System [Transmission)

-
ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

..............................................................

Testhed 1 2 - | Testbed 2

lll. Modeling Real Industry Use-case: Ukraine 2015 Attack & Defense
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V. Testbed-based Hands-on Trainin and GridEx
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V. User Community Engagement: R&D, Trdi#iHY and Collaboration
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