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The	applica9on	of	AKE	

Scien9fic	Impact:		

•  Be$er	understanding	the	
fundamentals	of	LWE-based	AKE		

•  Build	next	genera;on	quantum	
resistant	algorithm	for	
authen;cated	key	exchange	

Solu9on:		
•  Find	be$er	parameters	
•  Build	new	type	of	

protocol	to	improve	the	
security	and	
performance	

Challenge:		
•  How	to	make	LWE-based	

authen;cated	key	exchange	
more	efficient	and	more	
secure	for	prac;cal	
applica;ons	

Broader	Impact:		
•  These	new	algorithms	cab	be	

strong	candidate	for	NIST	
standards	

•  Can	be	used	to	improve	greatly	
Cyber	security	in	communica;on	
systems	like	Internet	

•  	Prac;cal	broad	applica;ons	like	
SSL/TLS	

•  Excellent	tool	to	a$ract	student	
to	STEM	program	

•  Train	graduate	students	and	
bring	fron;er	research	into	
graduate	educa;on	new	
knowledge		
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The	LWE-BASED	AKE	SCHEME	


