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Description
1) Achieving Resilience in the Face of Threats  2) Obtaining a Unifying Framework to Solve Problems  
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1) A Process of Accountability involving
Detection, Identification, and Correction 

2) Information Flow as a Unifying Language/Set of Tools 
(Today’s Focus)
An Information flow exists from x to y if information in x is 
transferred to, or used to derive information transferred to y

Ex. We propose the KL divergence between normal and attack distributions as
a measure of information flow to characterize attack detectability
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Findings: A methodology for analysis/design
Goal: Be able to detect new attack vector by designing IF > ε. From prior results, 
this guarantees the existence of a detector with FA decay rate > ε.
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3) If necessary, increase degrees of freedom and/or change the defender policy. 
Ensure prior attack vectors generate sufficient Information Flow
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