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•  MCPS	  of	  mul+ple	  devices	  and	  central	  
“smart”	  controller	  
—  Filter,	  combine,	  process,	  and	  present	  real-‐+me	  

medical	  informa+on	  
—  Suppress	  irrelevant	  alarms	  
—  Provide	  summaries	  of	  the	  pa+ent's	  state	  and	  

predic+ons	  of	  future	  trends	  

•  Generic	  Smart	  Alarm	  Architecture	  
—  Modular:	  flexible	  and	  configurable	  
—  Preprocessing,	  inference,	  visualiza+on	  

Device	  Coordina+on	  
Algorithm	  

+	  
Medical	  Device	  Types	  

=	  
Virtual	  Medical	  Device	  

(VMD)	  

•  Our	  project	  is	  developing	  an	  open	  source	  Medical	  Device	  Coordina/on	  
Framework	  –	  a	  plaSorm	  for	  integra+ng	  medical	  devices	  into	  systems	  

•  The	  MDCF	  provides…	  
•  Publish-‐subscribe	  middleware	  for	  integra+ng	  devices	  
•  A	  component-‐based	  applica+on	  (app)	  environment	  for	  developing	  and	  
running	  algorithms	  that	  coordinate	  the	  device	  data	  flows	  and	  ac+ons	  

•  Together	  the	  plaSorm,	  app,	  and	  connected	  devices	  form	  a	  Virtual	  Medical	  
Device	  –	  a	  composite	  system	  device	  composed	  of	  individual	  devices	  

MDCF	  
1. 	  Clinician	  selects	  appropriate	  
VMD	  
2. 	  MDCF	  binds	  appropriate	  
devices	  into	  VMD	  instance	  

1. 	  MDCF	  
displays	  VMD	  
GUI	  for	  clinician	  

Research	  Issues	  
Real-‐+me	  support	  
for	  VMD	  Apps	  

VMD	  App	  	  
Valida+on	  &	  Verifica+on	  

MDCF	  Plaborm	  
Verifica+on	  

•  Hard	  real-‐+me	  communica+on	  	  
infrastructure	  
•  	  Light-‐weight	  
•  	  Pub/sub	  programming	  model	  
•  Support	  for	  programming	  	  

clinical-‐algorithms	  with	  real-‐
+me	  constraints	  
•  	  Event	  driven	  
•  	  Time	  triggered	  
•  Admission	  control	  	  
•  	  Guarantee	  performance	  

specified	  by	  VMD	  App	  or	  
prevent	  clinician	  from	  
instan+a+ng	  VMD	  

Generate	  simula+on	  models	  
directly	  from	  executable	  	  
VMD	  App	  specifica+on	  
(for	  valida+on)	  	  

Export	  specifica+on	  to	  	  
model-‐checker	  for	  	  
verifica+on	  

•  Device	  connec+on	  
protocols	  
•  	  Device	  configura+on	  

protocols	  
•  	  VMD	  setup/tear-‐

down	  algorithm	  	  
•  Verify	  that	  plaSorm:	  

— Correctly	  implements	  
admission	  control	  

— 	  Correctly	  implements	  
protocols	  
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•  Improve	  pa+ent	  safety	  
—  More	  accurate	  than	  current	  alarms	  
—  Provide	  per+nent	  contextual	  informa+on	  

•  Reduces	  clinician	  workload	  
—  Reducing	  high	  number	  of	  false	  alarms,	  which	  reduces	  

caretaker	  fa+gue	  
—  Eliminates	  need	  for	  periodic	  hand-‐recording	  of	  data	  

•  Facilitates	  prac+ce	  of	  evidence-‐based	  
medicine	  

•  Filtering	  and	  combining	  data	  streams	  from	  mul+ple	  
devices	  

•  Developing	  context-‐aware	  pa+ent	  models	  
•  Encoding	  hospital	  guidelines,	  extrac+ng	  experts'	  
models,	  learning	  models	  sta+s+cally	  

•  Presen+ng	  data	  concisely	  and	  effec+vely	  

Defini+on	  

Benefits	  

Challenges	  

•  Smart	  alarm	  for	  CABG	  pa+ents	  
—  Post-‐CABG	  surgery	  pa+ents	  produce	  many	  false	  alarms	  
—  Simple	  classifica+on	  with	  nurse-‐generated	  rules:	  57%	  reduc+on	  in	  false	  alarms	  

•  Seizure	  smart	  alarm	  
—  Brain	  +ssue	  oxygen	  alarm	  threshold	  unsubstan+ated	  in	  regards	  to	  seizure	  
—  Inves+ga+ng	  mul+ple	  vital	  sign	  alarm	  to	  detect	  seizure	  

•  Vasospasm	  smart	  alarm	  
—  Post-‐SAH	  surgery	  pa+ents	  at	  risk	  for	  vasospasm	  
—  Clinical	  suspicion	  factors	  for	  vasospasm	  are	  subtle,	  defini+ve	  measure	  is	  invasive	  
—  Working	  to	  analyze	  mul+ple	  vital	  signs	  to	  produce	  risk	  assessment	  for	  

vasospasm	  

•  Expand	  number	  of	  vital	  signs	  considered	  
•  Simplify	  design	  to	  ease	  workflow	  integra+on	  
•  Understand	  and	  establish	  safety	  in	  these	  
systems	  
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Ethernet	  /	  
802.11b	  

Anesthesia	  Machine	  
Ethernet	  

ECG	  Cart	  
Ethernet	  Portable	  Monitor	  

802.11b	  

RxSta+on	  /	  Ethernet	  

RS-‐232	  to	  
Ethernet	  Adapter	  

Many	  modern	  medical	  devices	  are	  network-‐enabled...	  

…but	  this	  connec+vity	  is	  currently	  not	  being	  
leveraged	  to	  allow	  devices	  and	  IT	  systems	  to	  
work	  together	  as	  a	  system.	  

What	  Could	  be	  Achieved	  if	  Devices	  formed	  a	  System	  of	  Systems	  (SoS)?	  
n  Delivering	  modern	  medical	  care	  involves	  
complex	  cyber-‐physical	  systems…	  
n  many	  medical	  devices,	  electronic	  medical	  records,	  
clinicians/care-‐givers	  
…all	  working	  together	  to	  achieve	  a	  goal	  	  

n  Although	  most	  modern	  medical	  devices	  have	  
some	  form	  of	  connec+vity,	  they	  are	  not	  
integrated	  so	  that	  they	  can	  work	  together	  as	  a	  
system	  
n  devices	  are	  “unaware	  of	  their	  context”,	  e.g.,	  
details	  of	  pa+ent	  parameters,	  history,	  current	  
procedures	  they	  may	  impact/distort	  readings	  	  

n  data	  from	  mul+ple	  devices	  is	  not	  combined	  to	  
produce	  more	  meaningful	  informa+on	  to	  clinicians	  

n  ac+ons	  of	  mul+ple	  devices	  cannot	  be	  
automa+cally	  coordinated	  to	  achieve	  greater	  
safety	  and	  efficiency	  

Component-‐based	  Development	  for	  Coordina+on	  Apps	  

Components are composed to 
form coordination apps 

Reconfigurable	  Families	  of	  Medical	  Devices	  
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 Industry	  Collabora+on	  

U Penn Ph.D. student Andrew King explains 
demo scenario to Paul Jones from FDA 

PCA device coordination 
demo at Cerner Health 
Conference October 2009 

Regulatory	  Policy	   Educa+onal	  Material	  
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Jayson	  Sharp	  

•  Safety	  evalua+on	  eco-‐system	  for	  medical	  device	  interoperability	  
plaSorms	  

•  Example	  hazard	  analyses,	  mock	  510(k)	  regulatory	  submissions	  for	  apps	  
and	  other	  MDCF	  components	  

•  Guidelines	  for	  development	  of	  third-‐party	  cer+fica+on	  regime	  

We are actively engaged with FDA engineers to develop science-based 
inputs for forming regulatory policy for interoperable medical systems 

The	  MDCF	  conforms	  to	  the	  ASTM	  standard	  for	  an	  Interoperable	  Clinical	  
Environment	  (ICE)	  developed	  by	  the	  CIMIT	  MDPnP	  project.	  

•  A	  collec+on	  of	  mock	  (sonware	  simulated)	  medical	  devices	  including	  
blood	  pressure	  monitor,	  pulse	  oximeter,	  infusion	  pump,	  electrocardio-‐
gram	  (ECG)	  

•  A	  collec+on	  of	  example	  apps	  illustra+ng	  how	  to	  use	  the	  MDCF	  app	  
development	  environment	  

•  Illustra+ons	  of	  how	  to	  interface	  with	  real	  medical	  devices	  
•  Suggested	  student	  projects	  

The MDCF is open source and is designed to support a variety of 
interesting class projects and graduate research projects 

MDCF enables what we call “medical platform-oriented devices” (MPODs) 
– “headless” devices with very small form factors consisting primarily of 
“raw” sensors and actuators – the device UI and primary computation are 
implemented via apps on the MDCF platform. 

A	  +ny	  plaSorm-‐based	  reflectance	  pulse	  oximeter	  
developed	  at	  KSU	  EECE	  Device	  Component	  Lab	  

•  Systolic, diastolic, blood pressure (BP) 
•  Stroke volume (SV) 
•  Cardiac output (CO) 
•  Respiration rate (RR) 
•  Peak-to-peak time (PPT) 
•  Pulse wave velocity (PWV) 
•  Arterial elasticity (AE) 
•  Stiffness index (SI) 
•  Reflection index (RI) 
•  Perfusion index (PI) 
•  Patient activity/motion 
•  Patient identity 
•  Ambient light information 

Although only two physiological parameters, HR 
and SpO2, are reported by a conventional pulse 
oximeter, the photoplethysmograms	  (PPGs)	  
acquired by the pulse oximeter’s light-based 
sensor offer other clinical parameters (at right) 
 

Additional clinical parameters that 
can be extracted from PPGs 
 

MDCF apps allow the allows the sensors of the pulse ox MPOD 
to be rapidly reconfigured into different medical devices  

Example 1: App to extract HR, SpO2, and 
RR with moving averages, display smoothed 
waveforms. 
 

Example 2: App using two MPOD POs 
(positioned at the wrist and finger of the same 
hand) to extract pulse wave velocity. The Waveform 
Synchronization transformer aligns the PPGs received from the two 
devices using timestamps in the messages. The synchronized 
waveforms are then streamed to the central PWV Algorithm 
transformer, which internally employs a linear-phase lowpass filter and 
signal differentiation method as in. The PWV transformer reports the 
final PWV value, e.g., after applying a moving average filter.  
 

Example 3: App uses feedback from feature 
(noise, ambient light) detection to attach 
viability ranking to components producing 
physiological parameters BP and SV. 


