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Approach

• Design newly novel relation-based features 

for malware representations. 

Over the last seven years, the PI has been 
working in collaborations with the industry 
partners (e.g., Kingsoft and Comodo) for 
intelligent malware analysis and detection. 
Built on the PI’s long-term and strong 
collaboration with the anti-malware 
companies in the preliminary work, several 
key challenges for modern malware 
detection have been identified: 
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Driven by the considerable economic benefits, both the sophistication and the quantity of malware 

have significantly increased. To protect legitimate users from the evolutional malware attacks, we 

aim to develop much more powerful methods which are capable of protecting the users against 

new threats, and are more difficult to evade.
How secure is your computer?

Our goal is to design and develop intelligent 

and resilient solutions against malware attacks.

1. Besides file contents, what kinds of newly novel features can be used for malware detection? 

2. How to construct an effective model to detect the unknown malware utilizing both content-

based and relation-based features? 

3. How to develop resilient techniques that are robust and secure against adversarial attacks?

This project is to create a resilient platform against adversarial malware attacks.

E.g., as the moral says “man is known by the company he 

keeps”, a file’s legitimacy can be judged by the other files 

that often co-occur/co-exist with it on the users’ machines.

File co-occurrences between a Trojan-

downloader and its related Trojans 

File co-occurrences between a benign 

app and its related dynamic link files

• Design and develop a semi-supervised 

learning framework utilizing both content-

based (e.g., CFGs, system calls) and relation-

based features (e.g., file co-occurrences, file 

co-operations) for malware detection. 

• Design and develop resilient techniques 

against adversarial attacks on machine 

learning/data mining based models. 

Machine learning and data mining techniques offer 

unparalleled flexibility in intelligent malware detection. 

However, machine learning or data mining algorithms 

themselves can be a target of attack by a malicious 

adversary. Specifically, use of machine learning or data 

mining techniques may open the possibility of an 

adversary who maliciously “mis-trains” a learning system 

(e.g., by changing the data distribution or feature 

importance) in a malware detection system. In this 

project, we will investigate: 

 What techniques can an adversary use in their attacks 

to confuse a learning system for malware detection? 

 How to develop resilient techniques that are robust and 

secure in adversarial scenarios?

The developed techniques are designed to be arms race capable so that they can also be used in 

other security domains, such as anti-spam, fraud detection, and counter-terrorism. 

Integrating Research with Education
• Curriculum Development Activities. PI Ye is teaching a graduate level course CS591L Cyber Security 

and Big Data Analytics and Co-PI Goseva-Popstojanova is teaching an undergraduate level course 

CS465 Introduction to Computer Security at WVU.

• Robust Outreach Efforts to K-12, general public, undergraduate, graduate, minority, and women in 

cyber security.

PI Ye: Growing Roots in STEM - Engineering Challenge Camp (All Female)

“Cyber Security in Your Everyday Life”, June 26-July 1, 2016.


