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Project Description

Driven by the considerable economic benefits, both the sophistication and quantity of malware have
significantly increased. To protect legitimate users from the evolutional malware attacks, we aim to
develop more powerful and resilient techniques at both feature and model levels which are capable of
protecting the users against increasingly sophisticated cyber attacks.

4 How secure is your computer? A milt upon the PI’s long-term and strong collaborations wﬁ
cybersecurity industry partners (e.g., Comodo), we propose

to address the key challenges for modern malware detection

il by answering following three questions:
»  Protected I 1. Besides file contents, what kinds of newly novel features

- can be used for malware detection?
2. How to construct an effective model to detect the
unknown malware utilizing both content- and relation-
Our goal is to design and develop intelligent and based features? |
resilient techniques at both feature and model 3. Howto deyelop re5|I|en.t techniques that are robust and
\_levels against adversarial malware attacks. \ secure against adversarial attacks? J

’

Solution (technical approach, key innovations, new contributions)
To combat the evolving malware attacks, with the support of this project, we were the first to propose novel heterogeneous graph based
models to comprehensively characterize higher-level semantic relationships among different files within the ecosystem, based on which we
have developed a series of intelligent detection systems (e.g., HinDroid, AiDroid, aCyber, SecureDroid) against adversarial malware attacks.
Our work in intelligent malware detection (HinDroid) received the prestigious ACM SIGKDD 2017 Best Paper Award and ACM SIGKDD 2017
Best Student Paper Award (Applied Data Science Track), and our work in adversarial machine learning won the AICS 2019 Challenge
Problem Winner and the IEEE EISIC 2017 Best Paper Award. The Pl also recently received the IJCAI 2019 Early Career Spotlights.
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Scientific Impacts and Broad Impacts to Society and other Domains Integrating Research with Education

. Scientific | Thi ) i ffacti identify diff * Curriculum Development Activities. Pl Ye has developing a new graduate-level course
cientitic Impacts. Ihis project provides an etfective way to identity ditferent CS591L Cyber Security and Big Data Analytics and a new undergraduate-level course

threats to trustworthiness caused by malware, and create a resilient platform at CE349/444 Practicing Cybersecurity: Attacks and Countermeasures.
both feature and model levels against adversarial malware attacks. * Robust Outreach Efforts to K-12, general public, undergraduate, graduate, minority, and
* Societal Impacts. The proposed techniques have been incorporated into women in cybersecurity. @
popular commercial cybersecurity products such as Comodo AntiVirus that
protect millions of users worldwide. It benefits the society at large by making
cyberspace more secure and resilient to cyber-attacks.
* Impacts to other Domains. The developed techniques are designed to be arms
race capable so that they can also be used in other security domains, such as
anti-spam, fraud detection, and counter-terrorism.
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