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$934 M 
FY 2016 
research 
budget 

8,301 
proposals 

1,908 
awards 

18,241 
people supported 

7,228 
senior researchers 

1,238 
other professionals 

490 
postdoctoral associates 

6,565 
graduate students 

2,660 
undergraduate students 

CISE by the Numbers: FY 2016 

23% success 
rate 

372 
panels 



Secure	and	Trustworthy	Cyberspace	(SaTC)	

§  CISE-led (all 4 divisions), with 
EHR, ENG, MPS, SBE  

§  Protect cyber-systems from 
malicious behavior, while 
preserving privacy and 
promoting usability 

§  Comprehensive & multifaceted 
§  Strong support: Congress, 

admin 
§  Investment: 

•  ~$75M in awards (FY2016) 
•  ~200 new projects (FY2016) 
•  ~800 currently active grants 
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CISE	Cybersecurity	Partnerships	
Industry: ongoing joint solicitations with industry: 
§  Semiconductor Research Corporation: hardware security ($9M to 

date) 
§  Intel: Cyber Physical System security ($8M) 
§  VMware: Software Defined Infrastructure as a Foundation for 

Clean-Slate Computing Security ($9M) 
 

International: 
§  Israel’s Binational Science Foundation (BSF) on cybersecurity 

(~$3M 2015-2016) 
§  Netherlands Organisation for Scientific Research (NWO) on 

Privacy ($3M 2016) 
§  Brazil Ministry of Science, Technology and Innovation (MSTI) on 

networking and cyber physical systems (NSF 17-024; 2017) 
	



CyberCorps®   

•  Increase, strengthen cadre of federal information 
assurance professionals 

•  increase the capacity of the United States higher 
education enterprise to continue to produce 
professionals in these fields … 

•  NSF (EHR, CISE); OPM, DHS 

Scholarship for 
Service   

•  Two tracks:  
•  Scholarship Track: scholarships 

to students; $1M-5M per school 
•  Capacity Building Track:  

curriculum, outreach, faculty, 
institutional, partnerships.  
$300K-900K/each. 



Cybersecurity Across Government  

Networking	and	
Informa1on	Technology	
R&D	WGs:	Cybersecurity	
and	Informa@on	
Assurance	R&D	Senior	
Steering	Group	(CSIA	SSG)	
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2016	Strategic	plans,	strategy:	
•  Privacy	
•  CyberSecurity	



NSF “Big Ideas” 



NSF “Big Ideas” 

RESEARCH	
IDEAS	

§  Harnessing	Data	for	21st	Century	Science	and	Engineering	
§  Shaping	the	new	Human	–	Technology	Fron@er	
§  Understanding	the	Rules	of	Life:	Predic@ng	Phenotype	
§  The	Quantum	Leap:	Leading	the	Next	Quantum	Revolu@on	
§  Naviga@ng	the	New	Arc@c	
§  Windows	on	the	Universe:	The	Era	of	Mul@-messenger	Astrophysics	

§  Growing	Convergent	Research	at	NSF	
§  Mid-scale	Research	Infrastructure	
§  NSF	2050	
§  INCLUDES	

PROCESS	
IDEAS	

*Video	of	NSB	presenta@on	and	discussion	is	at:	
h^p://www.tvworldwide.com/events/nsf/160505/globe_show/default_go_archive.cfm?
gsid=2957&type=flv&test=0&live=0	
	(the	presenta@on/discussion	starts	about	20	minutes	into	this	video)	
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Looking Forward 

§  1000 points of light 
§  Expeditions, Frontiers, grand challenges and 

“Big Ideas” 
§  Challenges of inter-disciplinary research fields 
§  Education: systemic change emphasizing 

security throughout the curriculum 
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SaTC	PD	team:	
Nina	Amla,	CISE/CCF		
Dan	Cosley,	CISE/IIS	
Sol	Greenspan,	CISE/CCF	
Sara	Kiesler,	SBE/SES	
Carl	Landwehr,	CISE/CNS	(expert)	
Dongwon	Lee,	EHR	
Wenjing	Lou,	CISE/CNS	
Anita	Nikolich,	CISE/OAC	
Victor	Piotrowski,	EHR	
Andrew	Pollington,	MPS/DMS	
Deborah	Shands,	CISE/CNS	
Yan	Solihin,	CISE/CNS	
Chengshan	Xiao,	ENG/ECCS	
Ralph	Wachter,	CISE/CNS		
Nan	Zhang,	CISE/IIS	

	

	
SaTC	leadership	team:	
Ken	Calvert,	CISE/CNS	
CISE	DDs		
Julie	Johnson,	EHR/DGE		
Fil	Bartoli,	ENG/ECCS	
Michael	Vogelius,	MPS/DMS	
Dan	Sui,	SBE/SES	

PI	mee7ng	organizers:	
Frankie	King,	Vanderbilt	
Emily	Wehby,	Vanderbilt	

PI	mee7ng	PC:	
Manos	Antonakakis,	Georgia	Tech	
Michael	Donald	Bailey,	UIUC	
Jason	Mason,	U	Michigan	
Patrick	McDaniel,	Penn	State	U	,	Chair	
	Nina	Amla,	NSF/SaTC	
	



SaTC “Designations” 

•  CORE: main focus of the SaTC research program, 
spanning CISE, ENG, MPS, SBE. Interdisciplinary 
proposals are welcomed to CORE. 

•  EDU: proposals focusing entirely on cybersecurity 
education (< $300K; 2 years) 

•  STARSS: Secure, Trustworthy, Assured and 
Resilient Semiconductors and Systems (STARSS): 
proposals focused on hardware security under SRC 
joint solicication (small only) 

•  Transition to Practice (TTP):  proposals focused 
exclusively on transitioning existing research results 
to practice. (small, medium only) 



Inter-agency	Coordina7on	/	Collabora7on	

Examples	of	Coordina7on:	
•  Development	of	Strategic	Plan	for	Federal	Cybersecruity	R&D	
•  NSF/DHS	funding	of	ini@al	DETER	testbed	(now	DHS)	
•  NSF/DoE/DHS	funding	of	TCIP	center	(now	graduated	to	DoE/DHS)	
•  Joint	workshops	(e.g.,	NSF-Treasury,	NSF-State,	NSF-DHS)	to	develop	research	agendas,	expose	

researchers	to	agency	needs	–	Na@onal	Privacy	Research	Forum	
•  Frequent	cross-review	of	proposals	by	NSF,	DHS,	DARPA,	ONR,	AFOSR,	NIST	personnel		

Na7onal	Coordina7on	 
Office	for	NITRD 

Na7onal	Science	and	Technology	Council	(NSTC) 

Networking	and	
Informa7on	Technology	

Research	and	Development	
(NITRD)	Subcommi[ee 

OMB OSTP 

Cyber	Security	 
and	Informa7on	Assurance 
	Interagency	Working	Group	 

(CSIA	IWG)	
(monthly	mee7ngs) 

Special	Cyber	 
Opera7ons	Research	and	 
Engineering	(SCORE)	 

Interagency	Working	Group	
(biweekly	mee7ngs) 

Cybersecurity	and	Informa7on		
Assurance	R&D	 

Senior	Steering	Group	(CSIA	SSG)	
(biweekly	mee7ngs) 

Senior	representa7ves	from	 
agencies	conduc7ng	NIT	R&D	 

Senior	representa7ves	from	 
agencies	with 
cybersecurity	R&D	ac7vi7es Na7onal	security	 

systems	R&D 

Program	managers	
with	cybersecurity	
R&D	por^olios 



Scholarship	For	Service	(SFS)	
Since	FY	2007,	approximately	$200M	awarded	

Suppor@ng	a	total	of	1707	students	
Agency	Placement	FY	2009-14	

Na@onal	Security	Agency	 120	
US	Navy	 66	
Mitre	Corpora@on	 53	
Department	of	Homeland	
Security	 50	

Federal	Reserve	System	 35	
State,	Local,	&	Tribal	 34	
Sandia	Laboratory	 32	
Department	of	Defense	 31	
Sopware	Engineering	Ins@tute	 28	
Central	Intelligence	Agency	 27	
US	Air	Force	 23	
US	Army	 23	
Department	of	Treasury	 21	
Department	of	Jus@ce	 20	
Lincoln	Laboratory	 20	
Other	 129	
Total	 712	

Top	15	Universi7es	(Students	Enrolled	
2009-2014)	

University	of	Tulsa	 98	
Carnegie	Mellon	University	 72	
Mississippi	State	University		 60	
CSU	-	San	Bernardino		 58	
Northeastern	University	 42	
University	of	North	Carolina	at	Charlo^e	 42	
Naval	Postgraduate	School		 41	
NYU	-	Polytechnic	 40	
Idaho	State	University	 39	
University	of	Illinois	at	Urbana	Champaign		 38	
Air	Force	Ins@tute	of	Technology		 36	
North	Carolina	A	&	T	State	University		 35	
Dakota	State	University		 34	
University	of	Nebraska	at	Omaha		 28	
University	of	Texas	at	Dallas		 28	
Other	38	universi@es	 523	

Total	 1240	

Gradua7ng	Class		

2002	 9	
2003	 75	
2004	 153	
2005	 179	
2006	 172	
2007	 158	
2008	 122	
2009	 86	
2010	 121	
2011	 116	
2012	 175	
2013	 171	

Jan-Sept	2014	 170	

Total	 1707	



SaTC	Evolu@on	

Secure	the	IT	components	

Make	more	predictable	
Address	policy	and	usability	
Educate	the	workforce	

Develop	a	Science	of	Security	
Support	empirical	inves@ga@ons	
Include	social	aspects	of	security	

TC	future	pervasive	cyber	infrastructure	
that	supports	a	wide	range	of	requirements	
for	trustworthy	opera@on,	despite	known	
and	future	threats	and	an	increasingly	
complex	opera@ng	environment.		
Trustworthy	opera@on	requires	security,	
reliability,	privacy,	and	usability.	

Trusted	
Compu7ng	
FY	02-03	

Cyber	Trust	
FY	04-08	

Trustworthy		
Compu7ng	
FY	09-11	

Secure	&	
Trustworthy	
Cyberspace	
FY	12	++	

•  Component	technologies:	specifica@on,	design,	development,	test,	verifica@on	methods	to	provide	quan@fiable	assurance	that	specified	
proper@es	are	met.	Ideally,	such	technologies	should	be	flexible,	so	that	they	can	be	applied	in	accordance	with	the	degree	of	trustworthiness	
required	and	the	resources	available.	Methods	are	needed	to	iden@fy	par@cular	components	that	provide	a	good	basis	on	which	to	construct	
trustworthy	systems.	

•  Composi@on	methods:	Assembling	components	into	subsystems	and	systems	with	known	and	quan@fiable	trustworthiness.	Iden@fying	and	
minimizing	the	security	assump@ons	made	in	a	given	security	design.	Exploi@ng	the	existence	of	large	numbers	of	untrustworthy	compu@ng	
plasorms	effec@vely	to	create	secure	or	trustworthy	mul@party	computa@ons.	

•  Methods	for	maintaining	trustworthiness	as	systems	adapt	and	evolve.	
•  Methods	for	improving	human	understanding	of	cri@cal	system	behavior	and	control.	
•  Methods	for	assessing	tradeoffs	in	trustworthy	system	design,	for	example	between	security	and	performance.	
•  Techniques	for	modeling,	analyzing,	and	predic@ng	trust	proper@es	of	systems	and	components.	
TC	

Cyber	Trust	promotes	a	vision	of	a	society	in	which	these	systems	are:	
	
•  				more	predictable,	more	accountable,	and	less	vulnerable	to	a^ack	and	abuse;	
•  				developed,	configured,	operated	and	evaluated	by	a	well-trained	and	diverse	workforce;	and	
•  				used	by	a	public	educated	in	their	secure	and	ethical	opera@on.		
	
To	improve	na@onal	cyber	security	and	achieve	the	Cyber	Trust	vision,	NSF	will	support	a	collec@on	of	projects	that	
together:	
	
•  				advance	the	relevant	knowledge	base;	
•  				crea@vely	integrate	research	and	educa@on	for	the	benefit	of	technical	specialists	and	the	general	populace;	and	
•  				integrate	the	study	of	technology	with	the	policy,	economic,	ins@tu@onal	and	usability	factors	that	open	determine	

its	deployment	and	use.	
CT	

TC	supports	all	research	approaches,	from	theore@cal	to	experimental	to	human-centric:	theories,	models,	
cryptography,	algorithms,	methods,	architectures,	languages,	tools,	systems	and	evalua@on	frameworks.		Of	
par@cular	interest	are	proposals	that	address	founda@ons	of	trustworthy	compu@ng	(e.g.,	"science	of	security"	
and	privacy-preserving	algorithms),	privacy,	and	usability.		

TC	

•  Interdisciplinary	research	
(mul@-directorate)	

•  Emphasize	social	aspects	
•  Industry:	SRC,	Intel,	VMware	
•  Transi@on-to-Prac@ce	
•  Interna@onal	collabora@ons	



SaTC	investments:	budget	
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Breadth	of	SaTC	CORE	Topic	Areas	

Access	Control	 Authen@ca@on	 Biometrics	 Cloud	Security	 Cryptography	

Cyber	Physical	
Systems	 Data	Science	 Economics	 Engineering	 Forensics	

Formal	
Methods	

Internet	of	
Things	

Hardware	
Security	 Human	Aspects	 Intrusion	

Detec@on	

Mathema@cal	
Sciences	

Network	
Security	 Privacy	 Programming	

Languages	
Social	

Networks	

Social	&	
Behavioral	
Sciences	

Sopware	
Security	 Sta@s@cs	 Systems	

Security	 Usability	



SaTC:	the	Right	Science	at	the	Right	Scale	
§  Fron7er	projects	

•  Large	center-scale,	mul@-disciplinary,	mul@-organiza@onal,	mul@-ins@tu@on		
•  Far-reaching	research	explora@ons	mo@vated	by	deep	scien@fic	ques@ons	and	grand	

challenge	problems	in	security,	privacy	
•  Total	budget:	$1.2M	to	$10M	for	up	to	5years	

	
§  Large	projects:		

•  1.2M	to	$3M,	up	to	5	years	

§  Medium	projects		
•  Support	total	budgets	$500,001	to	$1.2M	for	up	to	4	years	

§  Small	projects		
•  Support	total	budgets	up	to	$500K	total	for	up	to	3	years	

§  Faculty	Early	Career	Development	(CAREER)		
•  Support:	~	$450K	-	$500K		over	5	years	



Data	Privacy	
• Privacy	Tools	for	Sharing	Research	Data	
(2012)	
• Harvard	University	
• $4.8M	for	4	years	

Healthcare	
• Enabling	Trustworthy	Cybersystems	for	
Health	and	Wellness	(2013)	
• Dartmouth,	UIUC,	JHU,	Michigan		
• $10M	for	5	years	

Trust	in	Cloud	
• Rethinking	Security	in	the	Era	of	Cloud	
Compu7ng	(2013)	
• UNC,	NCSU,	Stony	Brook,	Duke,	
Wisconsin-Madison	
• $6M	for	5	years	

Socio-economic	
• Beyond	Technical	Security:	Developing	an	
Empirical	Basis	for	Socio-Economic	
Perspec7ves	(2012)	
• 	UCSD,	Berkeley,	GMU	
• 	$10M	for	5	years	

Web	Privacy	
• Towards	Effec7ve	Web	Privacy	No7ce	
and	Choice:	a	Mul7-disciplinary	
Perspec7ve	(2013)	
• CMU,	Fordham,	Stanford		
• $3.75M	for	4	years	

Program	Obfusca7on	
• Center	for	Encrypted	Func7onali7es	
(2014)	
• UCLA,	Stanford,	Columbia,	UT,	JHU	
• $10M	for	5	years	

Outsourced	Computa7on	
• Modular	Approach	to	Cloud	Security	
(2014)	
• BU,	MIT,	Northeastern,	U.	Connec7cut	
• $4.9M	for	5	years	

SaTC Frontiers Portfolio: 2012-2014 
(up to $10M/5 years) 


