Linking2Source: Security of In-Vehicle Networks via| | 28/

Cpdy/

/EE
Se |

Source ldentification

Hafiz Malik and Alireza Mohammadi
University of Michigan-Dearborn, MI, Email: {hafiz, amohmmad}@umich.edu

https://issf.umd.umich.edu/projects/vehicular-security

The goal of this project is to develop a robust and reliable framework to safequard against attacks at
different points through a multi-layered framework- Linking2Source (L2S). Each layer of L2S aims at
neutralizing cyberattacks on in-vehicle networks by breaking some critical links in the attack chain.
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attacks. theoretical and practical aspects of the v~ A new course on Intro. to automotive
** Robust real-time attack detection and next generation of digital cybersecurity development
localization. technologies in an integrated fashion. v UM-Dearborn CyberAuto Challenge
¢ Quantifying the capabilities of malicious > Increase the number of students v Media Coverage
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damage on a vehicle without IeaV|ng any > Prepare a future generation of malik /
forensic evidence behind. cybersecurity professionals capable of >  https:/umdearborn.edu/news/um-
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