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Approach 
•   Establishment of large, shared 

datasets for keystrokes and mouse 
movements 
•  Controlled, laboratory based data 

collection using browser based logger  
•  Completely uncontrolled collection via 

installing logger on user’s own computer 

•  Replication and improvement of state of 
the art algorithms using the established 
datasets 

•  Investigation of new algorithms 

The goal of this project (with SUNY at Buffalo: Venugopal Govindaraju, Ifeoma Nwogu, 
Shambhu J Upadhyaya) is to develop a new framework for long-term, active user 
authentication, using multi-modal profiles that consist of physiological, behavioral, and 
cognitive biometric signatures. 

Clarkson Dataset 1: Controlled Keystrokes Clarkson Dataset 2: Uncontrolled Keystrokes 

Impact of “Gibberish” text on authentication 

The specific objectives of this project include 
the development of novel probabilistic 
biometric models as well as adaptive fusion 
algorithms that are capable of effectively 
adapting to changes in long term biometric 
signatures. Extensive usability tests are 
planned to ensure that the proposed 
framework can be effectively used in real-life 
computer and network systems. 
 
In this collaborative project, Clarkson 
University has focused on keystrokes and 
mouse dynamics, and SUNY at Buffalo on 
the physiological and cognitive modalities. 

Figure 2. Effect of Test Sample Size on False Alarm Rate (FAR). X Axis 
Represents Test Sample Sizes (number of keystrokes). Y Axis Represents 

FAR Values. Each Line Represents the Results of Testing Reference 

Profiles of the Same Size, Ranging from 800 to 14,400 Keystrokes, against 

Test Samples of Different Sizes, Ranging from 160 to 1,600 Keystrokes. 

Figure 3. Effect of Reference Profile Size on False Alarm Rate 
(FAR). X Axis Represents Reference Profile Sizes. Y Axis 
Represents FAR Values. Each Line Represents the Results of 
Testing Test Samples of the Same Size, Ranging from 160 to 1,600 
Keystrokes, against Profiles of Different Sizes, Ranging from 800 
to 14,400 Keystrokes. 

Impact of “size” on authentication 


