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● We design a general hardware implementation for FPGAs that 
uses an “overlay” instead of designing specific hardware for 
each garbled circuit

● We propose a method to adopt and configure the mapping of 
a new user problem to FPGA hardware by remapping address 
registers; there is no need to generate a new hardware 
design.

● Our approach is flexible and can be applied to large problems 
while achieving  hardware speed up compared to a software 
implementation

● Our hybrid design makes efficient use of both on-chip and off 
chip memory supporting large examples

● Garbled circuits are complex especially for large problems
● Configuring an FPGA for each circuit or problem is 

impractical and time consuming
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● Most computation is done on cloud with user private data
● Secure Function Evaluation (SFE) is needed to protect 

privacy of user data 
● Accelerating compute times helps to make SFE practical
● Cloud services provide FPGA infrastructure so that SFE can 

be done on the cloud while protecting user’s privacy
● We accelerate garbled circuits in the cloud
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● Our design gain speed up against software 
implementation is up to 28x for million gate examples
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MaSSIF repo link : https://github.com/RCL-lab/NU_MASSIF
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MM: Matrix multiplication
total system: time : Time to garble, transfer and evaluate
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