Machine Learning for Effective Fuzz Testing: PI: Koushik Sen, co-Pl: Dawn Song, UC Berkeley

Feedback-directed mutational fuzzing:
+ Highly effective at finding bugs and
security vulnerabilities
+ Uses feedback from program to tune

Generator Program
def gen_xml():
node_name = random.choice(tags)
node = XMLNode(node_name) =
num_children = pandom.int(0,10) ——— —» MaVen

for i in range(@, num_children):

input generation
- Fails to generate many structured

node.addChild(gen xml())
return node
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How can we leverage feedback to — e Evolutionary algorithm
generate many diverse valid test inputs? e Reinforcement learning
updated feedback
distribution (validity, coverage, uniqueness, etc.)

Zest (evolutionary algorithm) finds semantic bugs reliably and quickly
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RLCheck (reinforcement learning)
quickly generates diverse valid test inputs
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