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To apply a military analogy to Internet research, the science of cybersecurity has focused heavily on weapons and tactics, but has A better understanding and
largely neglected "terrain”. Strategic points in the macroscopic Internet topology constitute !(ey terrain in the cyberspace ba.ttle- Ezdf::e?nz lfﬁ}'ra‘;"tfzt?jf; f’:
field. Hackers, terrorists or states can disrupt, intercept or manipulate the Internet traffic of entire countries or regions by targeting countries that expose them to
structural weaknesses of the Internet topology. Despite much recent interest and a large body of research on cyber-attack vectors targeted attacks by state actors
and mechanisms, we lack rigorous tools to reason about how the macroscopic Internet topology of a country or a region exposes its =~ "9 organized groups.
critical communication infrastructure to compromise through targeted attacks. Data and models also relevant

to resiliency of critical infra-
structure (e.g., preparedness to

Collecting and interpreting data about the Internet connectivity, configurations and associated vulnerabilities is challenging. Due to natural disasters)

the massive scale and broadly distributed nature of Internet infrastructure and the scarcity of publicly available data, we must resort

to complex measurement and inference methodologies that require significant effort in design, implementation, and validation. Finally, our results will enable
Through a novel multi-layer mapping effort, the MapKIT project aims at identifying important components of the Internet to- polictical sclentists to_better
. : . _ . reason about “opportunity and
pology of a country/region—Autonomous Systems (ASes), Internet Exchange Points (IXPs), PoPs, colocation facilities, and physical willingness” to engage into
cable systems—which represent the "key terrain" in cyberspace. large-scale cyber conflict.
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Identifying the most influential transit providers in each country —_— RESTORE Kyrgyzstan
that may have potential to observe or selectively tamper with a DDoS attack boots Kyrgyzstan from Internet L |

significant fraction of the country’s Internet traffic. Intuitively, CTI :::Sian N e L";nsﬂ __ TransitAs
captures the fraction of each country’s announced addresses that Kyrgyzstan Under DDo$S

the transit AS serves. Attack From Russia -
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The two primary Kyrgyzstan ISPs (www.domain.kg, www.ns.kg) have been
under a massive, sustained DDoS attack Few altematives for Intemet

Country-Level Transit Influence (CTI). The transit influence metric is the access exist in Kyrgyzstan. _ [the attacks] essentiall knocked most of the
fraction of address in announced, preferred paths (excl. backup links ——

and less preferrred paths) towards orgin prefixes in a given country
where a particular transit AS is present. In a given country, the transit

influence CTI (AS,,C) € [0,1] for each transit AS on country C: We explore the robustness of each country’s AS topology to a )
specific scenario: how much of the country’s address space is ex-
CTI(AS,,C) = ﬁ > 2 Aiﬁigpf: ;'fvém) posed if an attacker successfully compromises— e.g., infiltrates or
pec me " wiretaps—a single, highly influential AS.
where A(AS, p ) is the number of addresses in prefix p in country C We infgr thg most inﬂugntial jcransit n.etworks in75 .cc.)untries.t.hat
where AS is present in the preferred AS path, w(m) is monitor m’s rely primarily on transit for international connectivity (1 billion
weight among the set of BGP monitors M and G is the number of ASes ‘ : Intenet users; 26% thhe world). We find that many of these coun-
hosting BGP monitors, A(C) is the total number of addresses originated tries have topologies exposing them to observation or tamper-
by any origin AS that are geolocated to the country, and d(AS ,p )is the | M ing: in the median case, the most |r!ﬂu'ent|al transit network man-
number of AS-level hops between AS and prefix p. Q.0 0.2 0.4 0.6 0.8 1.0 @ges traffic towards 35% of the nation's IP addresses. »
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Maps of physical and logical Internet connec-
tivity that are informed by and consistent
with each other can expand scope and im-
prove accuracy in analysis of performance,
robustness and security.

The objective of our work is to create an open
repository of maps of physical and logical In-
ternet connectivity by bringing together dis-
parate datasets using geography as unifying
feature. A key organizing principle of this re-
pository is cross-layer consistency, which as-
sures that nodes and links at each layer are
related in a way that is consistent with stan-
dard Internet organization.
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