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Scien9fic	Impact:		
•  Understand	prac,cal	

barriers	for	patching	
•  Provide	founda,on	for	

future	so7ware	
upda,ng	mechanisms	

Solu9on:		
•  Measure	patch	

deployment	at	scale	
•  Create	analy9cal	models	

for	the	vulnerability	decay	
process	

Challenge:		
•  Does	patching	improve	

security?		
•  Can	we	patch	vulnerabili,es	

faster	than	a>ackers	can	
exploit	them?		

•  What	factors	delay	the	
patching	of	so7ware	
vulnerabili,es?	

Broader	Impact:		
•  Work	with	Symantec	

to	test	ideas	in	an	
industrial	environment	

•  Release	data	sets	with	
augmented	
informa,on	about	
so7ware	
vulnerabili,es	
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Measuring	and	Modeling	Patching	at	Scale	
h>p://www.umiacs.umd.edu/~tdumitra/research-patching-models.html	

•  1,593	vulnerabili,es		
•  10	client	applica,ons	
•  5	years:	2008-2012	
	


