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Specification Reconstruction Invariant Reconstruction of Heart Models Automatic Invariant Inference of Models

» Cyberphysical systems are represented in multiple forms while developed: * Given: A CPS system as a model M

N del M ——2oM)  Goal: Automatic inference of invariants from M
. leen._ a system mode M | |
* GOaI: Identlfyhpro.pertles Of behaVIOr Of M o i Design document Formal model Implementation Final CPS device ® Can help to |dent|fy prOblemS in deSign pipeline
 Two approaches: |
o ' l Possible development cycle
. Sgtear%ci:rr\]ien(:l(:‘?gr: 1Esms(zgrenl executions ! L :  Transitioning between forms - incongruencies! * Current methodology — Specstractor
J y P 2(P) J J ' * |terative approach based on test case generation and data mining
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« Using formula templates such as « Clarification between invariant sets is needed!

¢d|x] :=“Condition x always holds”
t<=Trest

 Invariants take the form of horn clauses:

* Prop a && prop b .. && prop n =2 consequent

find solution for x such that ¢[x] Is satisfied by M
 Many solutions can exist, determine extremal (strongest or weakest) solutions

N tseTrest Q: Does a model such as

Empirical Work

* Hard in general case, finding some solutions is not so bad! t=Trp/” Act_node(i)? \ =0 2 one to the left exhibit
=0 t:=0 Act_path(i)! - - ,?
Act path(i)! \\ )=t certain properties we need”

Model M Template ¢[x] Solutions C(i):=1 \
: \ prevITRRP cur == One -> . . [ )
Act_node(i)? Active == NotActive * Investigating models of heart and pacemakers = I—— | "
x = {a} Terpr=giit), GUE=il) » Heart Models: Can we verify properties?
Act_path(i)! - - - . : -
. b ct_path(i)! inActive == NotActive & prevState == (tachycardia, bradycardia, etcy % ]
X = {a; } t:=0 ERPState & prevTRRP cur == Zero -> ' . e = — N
+ G F X 9 x ={ State —— RestState « Pacemakers: Can we discover properties? (bugs,
t>=Terp o unexpected behavior) =]
i invariants nferred from the automaton » Currently using MATLAB/Simulink models from
@ X =qaV — b Portion of an automaton model for a heart Iiterature | !
« Evaluating mined invariants against known properties ' ‘[H
of the heart
. . « Goal: identify invariants that are ultimately useful to an — {%
Query Checking of System Executions expert/researcher || e

Portion of a Heart Model in MATLAB/Simulink
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| | | |  Determining a solution x Is done using graph
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finite length inputs - | - Pilot study done using web server log data with
* Use "Finite Linear Temporal Logic” to represent properties Known properties
*  Works naturally over finite streams +  Investigating applications to heart data as well
 Constructed to have strong similarities to standard LTL (eg. Diagnostic output of pacemakers)
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