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Abstract: The safe and secure operation of transportation systems is increasingly becoming predicated on
software correctness. The complexity of such software, driven by its tight coupling with the physical environment,
and increasing concurrency and distributedness, is limiting the effectiveness of traditional validation methods in
assuring its correctness. Software Model Checking (SMC) provides a promising way to address some of the key
problems in this domain. SMC has been applied successfully, and at scale, in other domains. However,
transportation software remains a largely unchartered territory for it. Successful application of model checking to
transportation systems will require a more open mindset, cross-community collaboration, and technical
breakthroughs in specific areas.

Introduction. The transportation sector is undergoing a historical paradigm shift. Two particular trends are
increasingly evident. First, vehicles are becoming software intensive, and cost pressures are forcing software of
different criticality levels to share physical resources. In many cases, software is added after the vehicle is
purchased, as an “update” [Wired12]. Second, interconnectedness between vehicles is being introduced gradually,
and will become the norm in years to come. For example, Europe is moving toward connected cars [GSMA13], and
the US will likely follow soon. Both trends lead to complexity, and expose limitations of traditional validation
methodologies, based on testing, in providing sufficient assurance of safe and secure operation of vehicles.
However, the marriage of formal verification techniques with domain-specific design and development constraints
provides a way forward.

Model checking [CES09] is an algorithmic and exhaustive verification technique to check whether a finite state
model M satisfies a temporal logic specification ¢. In addition to being automated, model checking provides a
counterexample as diagnostic feedback if M does not satisfy ¢. While model checking was proposed originally to
verify correctness of synchronization skeletons of concurrent programs [CE81], it has since been applied
successfully to verify a wide range of systems, including both hardware [BCMH92] and software [JM09]. Moreover,
it is now known how to make model checkers “certifying”, i.e., augment them to generate machine-checkable
proofs of correctness, in addition to counterexamples. Due to its exhaustive and formal nature, model checking is a
good basis for verifying safety-critical software, which is widely prevalent in the transportation domain. Still a
number of challenges must be overcome in order to make the best use of model checking technology for verifying
transportation software.

Physicality. Traditionally, model checking has been developed from a purely logical perspective. However,
transportation is a classical cyber-physical domain. For example, vehicular control algorithms are tightly coupled
with the physical environment, and are deigned to produce the right results only in a world governed by known
physical laws. State-of-the-art source code analysis tools are based on logics that are either discrete (e.g., SLAM
[BLR11]) or linear (e.g., ASTREE [CCO5]). Physical laws, on the other hand, involve continuous non-linear dynamics
(e.g., differential equations). Hybrid automata provide a rich enough formalism to express such laws, but the
results of verifying hybrid automata must be translated over to the verification of source code. One approach is to
develop efficient SMT solvers (such as dReal [GKC13]) for non-linear theories, together with new abstract domains
[RJGF12] and abstraction-refinement techniques that leverage such theories. The control and real-time
communities have addressed issues like stability and schedulability, but it is necessary to incorporate their theories
into program semantics in order to reproduce their results for software.



Concurrency. Software on any vehicle is inherently concurrent. Typically, a vehicle consists of several processors
connected by a communication bus. Each processor has several threads executing in parallel, and communicating
with each other via a message-passing or shared memory abstraction offered by the operating system and
middleware. Concurrency is known to make model checking difficult since it exacerbates the statespace explosion
problem. The distributed nature of connected vehicles makes this even more challenging. In general, a vehicle
could be connected not only to other vehicles, but to non-vehicular nodes (e.g., GPS satellites and cell towers).

Compositional reasoning, such as assume-guarantee [P84], is widely recognized to be the most promising avenue
for dealing with statespace explosion. However, traditional notions of concurrency are inadequate for the
transportation domain. For example, shared memory abstraction is not appropriate for communication between
vehicles since it is impossible to ensure sequential consistency. An asynchronous network is also unrealistic since it
prevents us from leveraging constraints, such as known message passing delays, bounded clock jitters.

The distributed algorithms community has made rapid strides by developing algorithms and proving their
correctness for a variety of communication models. However, this has been done at the pseudo-code level using
manual approaches [Lynch96], and such algorithms have largely avoided the physical environment. More recently,
new physics-aware distributed algorithms have been proposed [ABRM13], but they have been validated via
simulations. These algorithms must be proven correct at the source code level. Compositional model checking is a
promising approach, but in order to apply it soundly, we must first provide a well-defined semantics of the
concurrency. Next, compositional proof rules must be defined, and model checking algorithms developed that can
discharge the proof obligations. All these remain open areas of research.

Uncertainty. Vehicles operate in inherently uncertain environments. Traditionally, the job of dealing with this
uncertainty has been delegated to human controllers. As the push toward more autonomy intensifies, the
software in the vehicle must take on more of this responsibility. In recent years, two flavors of formal probabilistic
verification have emerged, and been applied to a number of different domains — probabilistic model checking
[KNP0O4] and statistical model checking [LDB10]. Both are promising approaches for achieving probabilistic
assurance in transportation systems. However, they have not yet been applied to large distributed transportation
systems, and scaling them compositionally [FHKP11] to such instances remains an open problem.

Evolution and Certification. Software is always undergoing changes. During development, it changes from high-
level pseudo-code to source code to binaries. If a model-driven development approach is performed, then source
code is first generated, and then hand-tweaked for performance. Each of these steps rely of large trusted
computing bases (e.g., compilers), that are often larger and more complex than the software being transformed.
Even after software is released, it is continuously updated for maintenance and feature enhancement. Re-
verification of the software after each step is infeasible, and wasteful. An important problem is whether the
evidence generated by model checking at one level can be reused at a different level. For example, can the
inductive invariants computed at the source code level during reachability analysis be transferred to the binary
level in a provably sound manner during compilation [CILWZ07]. When a certain component is updated (or a new
component inserted) to add a new feature, can assumptions made it about other components be reused to make
re-verification more efficient [CCSS08]. A related question is how to incorporate such evidence into the
certification process for transportation software to strengthen the overall process.

Conclusion. Transportation is one of the most prominent cyber-physical domains that is rapidly becoming software
reliant. At the same time, assuring this software is critical for ensuring safety of passengers, and limiting liabilities
in case of accidents. Due to tight coupling with the physical world, and massive degree of concurrency,
transportation software can only be assured to a high level via exhaustive and automated techniques. The



assurance must be obtained at a level that is as close to hardware as possible, and must be repeatable in an
incremental manner once the software is modified. Based on its success in other domains, such as device drivers,
software model checking provides a promising approach to implement such an assurance technique. However,
specific technical breakthroughs and cross-disciplinary research is needed for this vision to be achieved”.
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