
Sixth	  Annual	  Cyber-‐Physical	  Systems	  Principal	  Inves9gators’	  Mee9ng	  
Arlington,	  VA	  –	  November	  16-‐17,	  2015	  

Scien9fic	  Impact:	  	  
•  Studying	  traffic	  analysis	  
problem	  from	  mul6ple	  
layers.	  

•  Define	  appropriate	  
metrics	  for	  assessing	  the	  
AMI	  vulnerability	  	  

Solu9on:	  	  
• 	  Mul6-‐layer	  an6-‐traffic	  analysis	  
schemes,	  quan6ta6ve	  metrics	  
to	  assess	  the	  privacy	  provided	  
by	  the	  schemes,	  and	  provide	  
guidelines	  for	  balancing	  privacy	  
and	  overhead.	  

Challenge:	  	  
• Meters	  send	  power	  
consump6on	  data	  only	  
when	  the	  consump6on	  
changes.	  
•  	  A	  new	  privacy	  problem	  
that	  cannot	  be	  resolved	  
using	  encryp6on	  schemes.	  	  

Broader	  Impact:	  	  
•  contribute	   to	   research	   on	   the	  
smart	  grid,	  as	  well	  as	  computer	  
system	  security	  and	  privacy.	  	  

•  The	   proposed	   research	   can	   be	  
leveraged	   by	   the	   designers	   of	  
other	  networks	  

•  A	  new	  graduate	  course	  
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