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* Enable comprehensive comparison of different
attacks and defenses of robust Al

Challenges Scientific Impacts

* The research efforts in robust Al are * Several papers published in top Al and
fragmented, lacking a systematic simulation cyber-security conferences and journals
and evaluation framework about robust Al (NAACL' 21, TIFS, ACSAC’21)

* Though Al courses are broadly offered by * Platform (Maestro) implementing various
institutions, the topic of robust Al is often attack and defense methods has been
overlooked developed

* No hands-on labs for students to learn * Game-based strategies are developed for
robust Al the pedagogical activities of robust Al
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Societal Impact Education and Outreach

* Raise public awareness of * A project-based course has
Al robustness been offered at UCI (2022

 Foster a workforce with Winter and Spring) to teach
skills of building robust Al robust Al with the platform
systems * Tutorials about robust Al

have been delivered at
UCI University of AAAI 2021 and CPAIOR
California, Irvine 2021
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Quantify Impacts

e More than 150 UCI
students enrolled in the
robust Al course

 Course surveys show
students benefit from the
Maestro platform

* Maestro platform is open-
sourced
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