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Figure 1: Smart Grid (Source: NIST)

Figure 3: Two Dimensional MEP Model 

Figure 4: Data Integrity Attacks against Smart Grid Operations

 Energy price is a critical component in power grid system operation

 Determining optimal energy price to stimulate consumers to promote

energy saving and achieve load balancing and fairness in electricity

consumption

 Our research focuses on

 Developing multistep electricity price model and determining electricity

quantity and price in those steps

 Investigating security risks of multistep electricity price model

New Two-Dimensional Multistep Electricity Price 

(MEP) Model

 To promote energy saving and achieve load balancing and fairness in

electricity consumption

 Two-dimensional multistep electricity

price model
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 On-peak step

 Objective

 To make the electricity consumption from users with less charge
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 The adversary could inject false measurement reports to disrupt the smart

grid operations through compromised meters and sensors

 Those attacks denoted as data integrity attacks

 We investigate the risk and impact of data integrity attacks against the

electricity market operations (i.e., multistep electricity price)

A1

A2

A3

RTU

S

C

A

D

A

SEBDDI

z

EMS

u

CAS

C

A

D

A

OPF

SCOPF

RTUPower Grid

Security Scenarios and Analysis

Figure 2: One Dimensional MEP Model 

Figure 7 (a)(b): Impact of Data Integrity Attacks 

 Simulation Results

Figure 5: Electricity Consumption and Price in Steps Figure 6: Payment to Each Users in MEP Model
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