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The"United"States’"na1onal"measurement"
laboratory,"NIST"is"where"Nobel"Prize?winning"
science"meets"real?world"engineering."

Established"in"1901,"NIST"is"among"the"na1on�s"
first"physical"science"laboratories."
With"an"extremely"broad"research"porJolio,"
world?class"facili1es,"na1onal""networks,"and"an""
interna1onal"reach,"NIST"works"to"support"
industry"innova1on"–"our"central"mission."

"

4"



5"



6"



7"



8"



9"



10"



11"



NIST SP 500-292. This body of work brought together the various stakeholders 
to develop the taxonomy to communicate the components and offerings of cloud 
computing in a vendor-neutral way. It does not seek to stifle innovation by 
defining a prescribed technical solution. Actor/Role-based model and the 
necessary architectural components for managing and providing cloud services 
such as service deployment, service orchestration, cloud service management, 
security and privacy.  
•  A Cloud Consumer is an individual or organization that acquires and uses 

cloud products and services.  
•  The purveyor of products and services is the Cloud Provider.  
•  The Cloud Broker acts as the intermediate between consumer and provider 

and will help consumers through the complexity of cloud service offerings and 
may also create value-added cloud services as well.  

•  The Cloud Auditor provides a valuable inherent function for the government 
by conducting the independent performance and security monitoring of cloud 
services.   

•  The Cloud Carrier is the organization who has the responsibility of 
transferring the data akin to the power distributor for the electric grid. 



The NCC-SRA provides a formal model, a set of security components and a 
methodology of using this information to orchestrate a secure cloud Ecosystem."
By describing a common core-set of security components for each instance of 
the cloud Ecosystem and by defining a formal model agnostic of the deployment 
mode or service type with a set of architectural components to which the 
security components are mapped to, we aim to aid an organization that elects to 
migrate one or more of their services to the Cloud in architecting and securing 
their cloud Ecosystem and identifying each cloud Actor’s responsibilities in 
implementing the necessary security components and associated security 
controls.  

 
In a layered representation, the cloud Actors on the background and the security 
architectural components defined for each Actor, in the foreground with the 
architectural components and sub-components stretched across multiple Actors 
when Actors could satisfy similar or identical functions.""
 

We found it necessary to elaborate on the definitions of the Cloud Provider 
(+intermediate) and the Cloud Broker (+ technical). <<elaborate on the 
Intermediate Provider and Technical Broker later>>  overlay NIST architecture… 
a Technical Broker interacts with the Consumer’s operational processes, cloud  
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We generate an overall heat map that identifies, in a unified view, the security 
components that require special attention for a particular cloud deployment 
model(public), regardless of the service type elected by Consumer. Such a heat 
map highlights the security components that are under Consumer’s 
responsibility versus the ones that can only be addressed by the Provider and/or 
Broker when applicable. Such a heat map represents in “hot” colors the security 
components where the cloud Consumer loses the ability to manage the security 
controls for the component.  The “warm” colors are used to represent the 
security components where both, Consumer and Provider share responsibility 
(depending on the service type).  The “cool” colors represent the security 
components where the Consumer keeps control of (and is responsible for) 
implementing the security mechanisms in the cloud Ecosystem. 
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•  The"Physical"Environment"encompasses"the"aggregate"surrounding"environmental"
condi1ons,"influences"or"surroundings."All"layers,"including"the"architecture"layers"
and"cross?cuVng"func1ons,"should"be"co?designed"in"the"context"of"the"Physical"
Environment."""

•  The"horizontal"layers"of"the"stack"depict"a"hierarchy"of"func1ons,"but"does"not"imply"
that"communica1on"is"limited"to"adjacent"layers"only.""

•  Each"layer"and"cross?cuVng"func1on"of"the"stack"may"be"composed"of"sub?layers,"
which"are"not"shown."""

•  The"ver1cal"cross?cuVng"func1ons"show"the"cri1cal"elements"that"connect"the"
architecture"layers"

•  These"cross?cuVng"func1ons"are"essen1al"to"ensure"that"each"of"the"
architecture"layers"can"share"and"act"on"data"from"other"layers"effec1vely"
and"securely."

•  The"management"func1on"allows"the"ability"to"oversee"complexity"across"the"CPS"
system(s)"and"ensures"that"each"of"the"layers,"cross?cuVng"func1ons,"and"poten1al"
solu1ons"in"hardware"and"so\ware"are"co?designed"in"the"context"of"the"physical"
environment."

•  The"current"architecture"does"not"capture"the"the"spa1al"and"temporal"scales"over"
which"CPS"can"extend.""
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•  The"architecture"layers"depicted"start"as"tangible,"physical"systems"at"the"bo]om"
layer"and"transi1on"to"abstract"concepts"and"goals"at"the"top"layer."""

•  The"organiza1on"of"these"architecture"layers"provides"a"grouping"of"key"components"
of"CPS,"both"physically"and"conceptually,"and"demonstrates"a"hierarchy"of"func1ons,"
which"are"ul1mately"driven"by"the"business"and"user"goals"at"the"top"of"the"stack.""

•  Communica1on"between"the"architecture"layers"is"not"limited"to"adjacent"layers.""
Each"of"the"layers"is"described"in"the"following"sec1ons."""

"

23"



•  The"cross?cuVng"func1ons"are"the"means"and"methods"to"securely"and"reliably"
transport"data"and"informa1on"across"the"architecture"layers."""
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