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•  Hard to deploy & manage 

•  Security via obscurity 

•  Small, Segmented networks 

•  Reliable thru physical 
segmentation 

•  Lots of gateways and cables 
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The Future

•  Automatic Network 
Discovery and Provisioning 
via Zero-Touch 
Deployment  

•  I/O PAC, HMI, PLC, 
sensor, switch, etc. 

•  Deterministic delivery of 
information. 

•  Embedded Security 

•  Remote Monitoring and 
Management 
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Characteristics of Industrial Network 

•  Easy to use 
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•  Secure, Private 

•  Guaranteed Deterministic 

•  Converged 

•  Scalability 
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Characteristics of Deterministic Ethernet 

•  Easy to use 

•  Secure, Private 

•  Guaranteed Deterministic 

•  Converged 

•  Scalability 

Software Defined Network 

Time Sensitive Networks 

Single Wired/Wireless Network 

IPv6, RPL, PCE 

Identity, Policy, Access, Zone, Application 
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DETERMINISM 

“Non-Deterministic” 

Information  

Input/Output 

Motion 

Closed-Loop 
Control,  

“More Deterministic” “Very Deterministic” “Strictly Deterministic” 

UNMANAGED  
10Mb/s, Half-Duplex,  

slow convergence 

MANAGED 
10/100Mbs, 802.11 a/b/g,  QoS,  

RSTP Fast Convergence (s), IGMP,  
Full-Duplex, Wirelss Mesh 

REAL TIME 
Gb/s, IEEE 1588 PTP, 802.11n,  

Low-latency, CleanAir,  
Very Fast Convergence (ms) 

DETERMINISTIC ETHERNET 
10 Gb/s, Low Jitter, Precise Scheduling,  

Loss-less Convergence,  
Multi-path switching 
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Wireless 

Wired 

Future 

Safety-Critical 
Relevant Innovations to Standard Networks 
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IEEE 802.1 & 802.3 is undertaking efforts to make Ethernet deterministic 
including: 

•  Guaranteed Delivery over a variety of multi-path topologies 
•  Scheduled Delivery; Low-latency (< x µs), low-jitter 
•  Time synchronization across end-devices and the network (<100ns 

drift) 
•  Converge critical application, Audio-Visual and best-effort data traffic 

Deterministic Ethernet has been proven for highly critical applications 
(Aviation, SIL, etc.) 

Additionally, work has started on efficient, light-weight cabling for data/
energy as cable weight is also a significant issue 
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Initial 10b2 Ethernet: CSMA/CD Collisions 
The reason Ethernet got a bad rep with determinism… 
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Full Duplex Switched 
Major Improvement – but still not converged or (necessarily) deterministic… 
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Time Triggered Ethernet – Converged BE + Critical 



12 © 2011 Cisco and/or its affiliates. All rights reserved. 

IEEE TSN 
•  Truly RAND Standard 
•  Industrial Grade  
•  Scalable 
•  Converged 

  Deterministic Networking  

Cisco add-on 
•  Easy to Use TSN 
•  Additional Features… 

  Replacing all existing forms… 

 

http://www.all-electronics.de/texte/anzeigen/49351/Deep-Impact 
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Best Effort 
RC + QoS 

DE 

Latency Comparison 



Thank you. 


