A
\-\Q

D

The objective of this project is to develop technologies that will detect mobile malware’s
malicious network activity at the gateway of a large-scale network, and mitigate the
network-wide damage or harm that might be caused by malware apps operating
inappropriately or maliciously.
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Background

Android allows to install applications from uncertified
third party stores

97% of all mobile malicious applications target
Android!"

A new Android malware appears every 11 seconds™

[1] Forbes Tech,

QZ]GDATA MOBILE MALWARE REPORT,

, 2014

, 2015
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*Automated traffic generation

*High performance and scalable
framework

*High quality application traffic dataset
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Approach

Mobile malware traffic collection: use program
analysis to identify network-related APIs, and to
develop triggering mechanisms

|dentify the HTTP API and corresponding execution path

Develop static analysis tools to discover those suspicious HTTP
APls and extract the API call graph

Design effective inputs to activate the call graph, which in turn
generates malicious network traffic for collection

P2P/HTTP botnet detection and mobile botnet
characterization: evaluate the aggregated network
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Network-based mobile malware detection: use data
analytics to identify mobile malware in real time using

application-layer traffic

Extract features related to program execution sequences and the
lexical contexts from HTTP/DNS traffic, such as the key value pair
information in the HTTP request

The extracted traffic features need to be robust and reliable enough to
avoid being evaded by smart malware developers

The feature extraction and detection mechanism must be efficient
enough to be deployed in real time

Investigate the evolution of mobile botnet and the relationship bet

ween
mobile botnet and PC botnet /
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DroidCollector:

Leverages multithreading to perform active and automatic network traffic
collection

DroidCollector: Automated
Malware Traftic Generator
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Exception handler

Pretreatment Regulation Collection Output

and 5560 malicious apps in a short period of time

*Collects 808 MB and 330 MB traffic data generated by 6000 benign appy
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DroidClassifier:
Multiple HTTP header

A novel weighted score-
based metric for malware
classification

Performance is optimized Training Module

via both supervised and
unsupervised learning

DroidClassier: Adaptive Mining of \
Application-Layer Header

as features
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/SigPID: Significant Permission Identiﬁcati()}

for Android Malware Detection
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Mobile Malware Using Network Flows
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