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Colonel John Boyd’s Observe/Orient/Decide/Act Loop (“OODA loop”) is a widely adopted decision-
making analytical framework. 

We combine the OODA loop with the NSA Methodology for Adversary Obstruction to create a new 
cyber-defense model.  

OODA Loop – Overview 

As an individual or group goes through the OODA cycle, they iteratively improve and are able to make 
decisions faster. Meanwhile, opponents reacting to those decisions find their OODA loops getting larger 
or slower.  

- David Shipley, CEO Beauceron Security1 

 
Colonel John Boyd, USAF, Deceased, developed the Observe/Orient/Decide/Act Loop (“OODA loop”) in 
an effort to explain adversarial engagements. With the exception of Aerial Attack Study, (1964) his 
earliest work, Boyd did not commit his works to formal papers or books; instead he communicated his 
ideas in essays and illustrated oral briefings.2  
 
The OODA loop, which Boyd introduced in Patterns of Conflict (1986), resulted from his years of 
research and analysis in his effort to describe the nature of adversarial engagements. In Patterns of 
Conflict, Boyd did not provide an illustration of the OODA loop; instead he observed,3 
 

…in order to win, we should operate at a faster tempo or rhythm than our adversaries – or, better 
yet, get inside the adversary’s Observation-Orientation-Decision-Action time cycle or loop. 
[emphasis in the original] 

 
Although Boyd did not provide an illustration of the OODA Loop in Patterns of Conflict, the OODA loop is 
commonly drawn as illustrated in Figure 1. Osinga observes:4 
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In the popularized interpretation, the OODA loop suggests that success in war depends on the ability 
to out-pace and out-think the opponent, or put differently, on the 
ability to go through the OODA cycle more rapidly than the 
opponent. Boyd’s name will probably always remain associated with 
the OODA loop and this popular interpretation.  

 
The OODA loop is a subject of significant discussion in the cybersecurity 
community. For example, Cisco summarizes the importance of the 
OODA loop to cybersecurity:5 
 

The OODA Loop assumes that continuous improvement is an 
integrated part of the process, allowing you to learn from your 
previous experiences, feeding lessons learned into the loop 
activities to achieve better performance every time you complete the four steps.  

 
This version of OODA loop focuses on an introspective process in which faster completion of the cycle is 
the key to victory. Thus, commentators have developed enhanced decision making models to elaborate 
upon the OODA loop and suggest places for speeding the decision-making process while improving the 
quality of the information syntheses.6 CERT summarizes this introspective view of the OODA loop:7 
 

The OODA Loop, in the military context, describes the ability to acquire, process and act upon 
information in comparison to one’s adversary’s ability to do so. The common phrase, “getting inside 
their decision cycle,” is a reference to being able to cycle through this loop faster than your 
adversary. 

 
During the development of the OODA loop, Boyd studied the continuous interplay of adversaries in 
aerial combat maneuvers and tactics. He observed how the actions of each combatant influenced the 
actions of the other. As we discuss below, Boyd’s OODA loop is not about the advantage gained by 
making decisions faster. In Boyd’s analysis, an optimal decision exists in the context of the opponent’s 
decision. 
 
OODA Loop – A Tool of Cognitive Engagement 

In EW we f*** with their minds.  
- Anonymous Naval Aviator, Electronic Warfare Squadron.8 

 
In Destruction and Creation (1976) Boyd describes the continuing cycle of conceptualization and 
observation:9 
 

Back and forth, over and over again, we use observations to sharpen a concept and a concept to 
sharpen observations. Under these circumstances, a concept must be incomplete since we depend 
upon an ever-changing array of observations to shape or formulate it. Likewise, our observations of 
reality must be incomplete since we depend upon a changing concept to shape or formulate the 
nature of new inquiries and observations. Therefore, when we probe back and forth with more 
precision and subtlety, we must admit that we can have differences between observation and 
concept description; hence, we cannot determine the consistency of the system—in terms of its 
concept, and match-up with observed reality—within itself.  
 
Furthermore, the consistency cannot be determined even when the precision and subtlety of 
observed phenomena approaches the precision and subtlety of the observer—who is employing the 
ideas and interactions that play together in the conceptual pattern. 

Figure 1 Popularized OODA loop 
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Boyd’s analysis of the interplay of mental models and reality anticipates Smith and Hancock’s 
groundbreaking psychological research Situational Awareness is Adaptive, Externally Directed 
Consciousness by almost twenty years.10 
  
Boyd concludes Conceptual Spiral (1992),11  
 

Since survival and growth are directly connected with the uncertain, ever-changing, unpredictable 
world of winning and losing, we will exploit this whirling (conceptual) spiral of orientation, 
mismatches, analyses/ synthesis, reorientation, mismatches, analyses/synthesis … so that we can 
comprehend, cope with, and shape—as well as be shaped by—that world and the novelty that 
arises out or [sic] it. 

 
Although Figure 1 represents the popular view of the OODA loop, Boyd’s sketch of the OODA loop in The 
Essence of Winning and Losing (1995), Figure 2, provides a far more complex representation of the 
OODA loop which incorporates the unending iteration of observation and conceptualization. 12   

 
Referring to Figure 2, the upper path, labeled “Using Repertoire,” is a rapid decision making system 
which uses implicit guidance and control (IG&C) to move from Orient to Act. The alternative decision 
path, which flows through hypothesis and uses feedback loops to test the hypothesis against reality, is 
the process of novelty which creates new repertoires. One must recognize, as Boyd did, that a repertoire 
is a double-edged sword.13 While a repertoire provides a very efficient path from observation to action, 
it suffers from the problem of predictability.  
 
Boyd’s sketch of the OODA loop provides a far deeper insight into his view of the adversarial 
engagement than the simple OODA loop illustrated in Figure 1. Each party to the engagement must 
make observations and process those observations through the orientation process, then use 
orientation in the decision process, then turn the decisions into actions, which actions change the world 
which is being observed. Yet, it is even more complex than four sequential stages because each stage of 
the OODA Loop interacts with the other stages. Berndt Brehmer observed that because the OODA Loop 
contains numerous feedback loops, the OODA Loop is not truly a loop, instead it is a stage model with 
multiple loops.14  
 
As Boyd hinted in Aerial Attack Study (1964),15 the focus of the OODA loop is not about making faster 
decisions, rather, the OODA loop is about manipulating the environment to “inhibit an adversaries 
capacity to adapt to such an environment (suppress or distort observations).”16 Instead of the 

Figure 2 Boyd's OODA loop, color annotations by the authors 
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environment being a valuable information source for the adversary to analyze and use to improve its 
posture (the traditional analysis of Joint Doctrine’s “Paradox of Warning”),17 Boyd saw the environment 
as a means of disorientation to disrupt the adversary’s decision-making. Disorientation is the intentional 
result of exploiting ambiguity, deception, superior mobility and surprise to subvert, disrupt or seize the 
connections, centers and activities that allow the adversary to function.18 The goal of manipulating the 
environment is to:19 
 

Unstructure adversaries [sic] system into a “hodge podge” of confusion and disorder by causing him 
to over and under react because of activity that appears uncertain, ambiguous or chaotic. 

 
In Boyd’s analysis, the world is an uncertain place. Each adversary’s OODA loop changes the world which 
is being observed. Thus, the adversarial engagement can be represented as two OODA loops which 
share a common environment into which the adversaries intentionally and unintentionally place 
artifacts, and from which observations are made.20 Figure 3 from Naval Doctrine Publication 6 (NDP 6) 
illustrates interacting OODA loops.21 
 

 
Figure 3 Interaction of Friendly and Enemy Decision and Execution Cycles. Source: NDP 6 

Human adversaries observe unfolding events and change their behavior in response to adversary 
actions. NDP 6 notes the competitive nature of OODA loops:22 
 

Rather than operating in isolation, decision and execution cycles take place simultaneously, but not 
in synchronization, for both sides in combat...Since war is competitive, it is not the absolute speed of 
decision and execution that matters, but our speed relative to the enemy. Our goal is to be faster 
than the enemy, which means interfering with his command and control as well as streamlining our 
own. With this ability, we generate a dominant tempo that allows us to control the enemy’s ability 
to transition between the different phases of the decision and execution cycle.  

 
An example from the Vietnam War illustrates Boyd’s analysis. The air combat superiority of North 
Vietnamese MiGs was a serious threat to U.S. bombers. In Operation BOLO, the U.S. manipulated the 
OODA loop of the North Vietnamese.23 Derived from their observations, the North Vietnamese ground 
controllers had a concept of the radio traffic, routes and radar imagery of attacking U.S. F-105 bombers. 
When the ground controllers observed the radio and radar events that were consistent with an F-105 
bombing raid, the ground controllers would send MiG fighters to intercept and destroy the U.S. 
bombers. Due to the air combat superiority of fighters over bombers, the North Vietnamese inflicted 
heavy losses on the U.S. bombers. Brigadier General Robin Olds, USAF, Deceased, turned the North 
Vietnamese air defense concept against the North Vietnamese. Olds equipped U.S. fighters with 
electronics to mimic bombers, flew bombing routes, and used bomber call signs and codewords. Olds 
also deployed fighters along North Vietnamese paths of retreat. When Olds attacked, the North 
Vietnamese ground controllers assembled their observations, applied their concepts to orient, decided 
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to engage with what they concluded were U.S. bombers and acted by sending MiGs to engage the 
presumptive bombers. Olds had interfered with the North Vietnamese OODA loop by using their 
concept of a U.S. bombing raid to disorient the ground controllers. No doubt North Vietnamese air 
defenses suffered substantial confusion and surprise when their pilots engaged U.S. fighters instead of 
U.S. bombers. The superior U.S. fighters inflicted heavy losses on the North Vietnamese air force. The 
secret of Olds’ success was not that he made a faster decision, rather, it was his understanding of his 
adversary’s conception of reality.  
 
Boyd describes the adversarial relationship in terms of competing mental models which evolve with 
changing circumstances against a backdrop of time constraints. This is a conflict which unfolds in the 
minds of the adversaries. The minds of the adversaries compromise the cognitive dimension of the 
information environment.24 It is for this reason that the authors have previously advocated the addition 
of the cognitive dimension as a fourth layer in the model of cyberspace.25 Adding the cognitive 
dimension to cyberspace changes the analysis of cyberspace operations from a search for vulnerabilities 
in hardware and software into an engagement which includes information operations. The proposed 
revised layers of cyberspace are shown in Figure 4. 

 
Figure 4 The Four Layers of Cyberspace, Adapted from Joint Publication (JP) 3-12(R) Cyberspace Operations 

OODA Loop – A Tool of Cognitive Engagement 

On two occasions I have been asked, "Pray, Mr. Babbage, if you put into the machine wrong figures, will 
the right answers come out?" ... I am not able rightly to apprehend the kind of confusion of ideas that 
could provoke such a question.  

- Charles Babbage26 

 
“Situational awareness” is a term from psychology which describes both a field of study and the 
coupling of actors to their operating environment.27 Simply stated, situational awareness is knowing 
what’s going on around you. Situational awareness researchers identify three mutually exclusive states 
of situational awareness.28 These states are: 
 

 Retrospective explanatory analysis; “what has happened?” 
 Concurrent situational awareness; “what is happening?” 
 Prospective predictive analysis; “what will happen?” [emphasis in original] 

 
The genius of OODA loop analysis was Boyd’s recognition that an adversary’s prospective predictive 
analysis could be weaponized, leading to a future loss of situational awareness. We saw this in 
Operation BOLO when the attacking US forces devised their attack to invoke a prospective predictive 
analysis which resulted in a loss of situational awareness during the course of the engagement. Rather 
than using terms of psychology that did not exist in his time, Boyd used the ancient lexicon of Sun Tzu to 
describe states of situational awareness.29 Boyd used Sun Tzu’s term “cheng” to describe taking actions 
that are consistent with the adversary’s expectations. Boyd used Sun Tsu’s term “ch’i” to describe taking 
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actions inconsistent with the adversary’s expectations, thereby depriving the adversary of situational 
awareness.  
 
Because “present loops shape the character of future orientation”30 Boyd set forth five techniques that 
place information into the environment with the intent to disrupt future orientation. These five OODA 
loop manipulation techniques are, quoting Boyd:31 
 

• Ambiguity: 
Alternative or competing impressions of events as they may or may not be. 

• Deception: 
An impression of events as they are not. 

• Novelty: 
Impressions associated with events/ideas that are unfamiliar or have not been experienced 

before. 
• Fast transient maneuvers: 

Irregular and rapid/abrupt shift from one maneuver event/state to another. 
• Effort (cheng/ch'i or Nebenpunkte/Schwerpunkt): 

An expenditure of energy or an irruption [sic] of violence—focused into, or thru, features that 
permit an organic whole to exist. 

 
These five techniques are used to create any or all of disorientation (a mismatch of events and 
observations), disruption (the adversary being engaged in uncoordinated actions) and overload (events 
unfold faster than the adversary can adapt).32   
 
Cybersecurity practitioners use the OODA loop to promote the value of machine learning and artificial 
intelligence to improve cybersecurity.33 The underlying concept is that data processing systems and 
machine learning can improve cybersecurity by speeding the execution of OODA loop.34 The concepts of 
the OODA loop are used to make cybersecurity trustworthiness assessments.35 IBM’s Watson AI system 
uses the OODA loop as an information feedback loop to assimilate and comprehend over 100 analytics 
in its decision making process.36 According to IBM, 37  
 

Whereas the current generation of systems are reactive—detecting and responding to anomalies or 
attacks—cognitive security is proactive. Forward focused and continuously multi-tasking, cognitive 
systems scour for vulnerabilities, connect dots, detect variances and sift through billions of events to 
build upon a base of actionable knowledge.  

 
This is a temporal jumble. What IBM calls “cognitive security” is conflating the three states of situational 
awareness. Collecting and analyzing historical events is retrospective explanatory analysis. Applying past 
knowledge to current events is concurrent situational awareness. Anticipating that future attacks will 
mimic prior attacks is prospective predictive analysis. While there is no doubt that more rapidly 
identifying, analyzing and understanding new attacks allows defenses to be more quickly adapted to 
changing events, this is not a predictive activity, this is a reactive activity. AI and machine learning 
systems seek to process historical information more quickly than humans can perform this task; the 
machines are not receiving signals from the future.38 The machines cannot overcome data which lacks 
sufficient information from which to draw conclusions.39 Moreover, as the number of variables and the 
size of the data sets increase, the number of statistically significant spurious correlations observed in 
historical data increases more quickly than the useful information.40 This means that positive predictive 
power (PPV) of relationships uncovered in “big data” analysis are often overstated or simply wrong.41   
 
Cybersecurity analysis focusing on the speed of an introspective process entirely misses the point of 
Boyd’s OODA loop. When Boyd referred to “getting inside the adversary’s OODA loop,” he was not 
referring to speed, but to “friction.” Boyd’s organizing theme is friction. Friction impedes activity. The 
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effects of friction unfold through the execution of the competing OODA loops. Friendly forces need to 
diminish their own friction while increasing the “adversary’s friction and stretch out his time (for a 
favorable mismatch in friction and time), thereby denying the adversary the opportunity to cope with 
events/efforts as they unfold.” [emphasis added]42  
 
Knowing the adversary is making a decision, the point of Boyd’s OODA loop is to understand and exploit 
the adversary’s decision making process long enough to achieve the desired objective. Consider the case 
of cold war submarine warfare.43 Because propeller turbulence interfered with sonar observations 
behind a submarine, submarines tailed one another by hiding in the propeller turbulence. Submarines 
countered tailing operations by using evasive maneuvers. Submarine commanders, being human beings, 
tended to engage in anti-tailing maneuvers on a habitual schedule. U.S. submarine commanders 
exploited the habits of Soviet submarine commanders to track Soviet submarines for long periods of 
time.  
 

But what happens when suddenly our data is manipulated, and you no longer can believe what 
you’re physically seeing? Admiral Michael Rogers, NSA Director44 

 
The problem of trust assessment illustrates the manipulation of observations to influence decision 
making. Manipulation of trust is a hallmark of deception. Bernie Madoff is an example of this problem. 
Until his fraud was uncovered, he was a respected member of the financial community entrusted with 
billions of dollars. One of the greatest deceptions of all time was Operation FORTITUDE in which, over a 
period of several years, the British used a double agent who ultimately convinced the Germans that the 
Allied invasion would be at Calais. In reliance on false information from their trusted spy, the Germans 
concentrated defenses in Calais before, during and after D-Day. 45  
 
Thieves transferred almost $1 billion from the Central Bank of Bangladesh. They accomplished this feat 
by using stolen credentials to authorize the transfers and obscured the theft by changing two bytes of 
code in the targeted bank’s funds tracking program.46 The thieves’ booty was ultimately trimmed to 
$101 million due to the thieves’ spelling errors and the coincidence that one of the banks the thieves 
used to move the money shared a name with an entity on a Federal Reserve Bank watch list.47  
 
Disruption of trusted sensors can lead to confusion and disarray among adversary forces.48 Joint 
Publication (JP) 3-13.1 Electronic Warfare makes over forty references to deception as a tool of EW; on 
the other hand, Joint Publication (JP) 3-12(R) Cyberspace Operations makes none. False data can be used 
to subvert the decision making of Non-Person Entities (NPEs) that operate control systems, such as the 
power grid.49 In a 2014 literature review, researchers discovered “the vulnerability of cyber situational 
awareness to deception is virtually absent from the literature, save the low-level race between exploits 
and intrusion detection systems.”50 Computational implementations of the OODA loop, being 
introspective, fail to take into account the manipulation of events to subvert the introspection process. 
Boyd warned that a system cannot validate itself.51 
 
Recent advances in situational awareness research recognize that situational awareness is a systems 
level phenomenon in which “you” is the structure comprised of systems that include individuals, groups 
of individuals and non-human elements.52 Researchers call this systems level approach “distributed 
situational awareness” or DSA. The crash of Air France Flight 447 demonstrates a failure of DSA in a 
complex system of men and machines.53 In this tragedy the Pitot tubes froze, causing these crucial air 
speed sensors to fail. In response to Pitot tube failure and subsequent loss of air speed data, the 
autopilot disengaged. The human pilots, being unaware of the failure of the Pitot tubes or the 
disengagement of the autopilot, failed to take appropriate actions to control the plane. This is an 
example of how the false data from a sensor rippled through the OODA loops of men and machines in a 
failure of DSA.  
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OODA loop abuse is the lynchpin of every cyberattack. All cyberattacks can be seen as attacking DSA 
through the manipulation of OODA loops in which the attacker manipulates one or more of the OODA 
loops which contribute to DSA. The key to manipulating any OODA loop is understanding how the 
particular OODA loop works. Consider the example of a modern container terminal.54 A modern 
container terminal is a marvel of automation. NPE operate automated mechanical handling equipment 
which moves containers from vessels and around the facility. The overall facility operates under the 
control of a Terminal Operating System which coordinates the movement of everything within the port, 
optimizing the flow of containers thereby optimizing port efficiency. The entire system is driven from 
container identifying information which is scanned using optical character recognition (OCR) and RFID. 
Thus, the OODA loop of the Terminal Operating System is dependent upon the OCR and RFID. Criminals 
engage in smuggling operations by corrupting that OCR and RFID information. Similarly, the OODA loops 
of GPS navigation and guidance systems can be disoriented by manipulating the input electromagnetic 
signals.55 Ships’ crews, seeking to evade detection of questionable activities, manipulate the OODA loops 
of tracking authorities by leveraging knowledge of shipping routes, shipping patterns and gaming 
electronic ship tracking systems.56 The OODA loop of the powergrid management system depends upon 
satellite signals to coordinate grid management; false data can be presented to the sensors of the 
powergrid management network to disrupt that OODA loop and bring down the powergrid.57 
 
The Business Email Compromise (BEC) illustrates an attack on layered defenses. As the BEC 
demonstrates, layered defenses are actually the interactions of OODA loops. Whether a particular layer 
is a defense or vulnerability can only be determined by the operation of its OODA loop in the context of 
DSA. In a BEC, adversaries seek to steal money by causing payments to be made to the adversary.  
 Defensive Layer 1 - email spam filter. This OODA loop observes email characteristics and uses email 

characteristics to orient and determine if an email should be delivered. The adversary manipulates 
spam filter OODA loop using the tools of email marketing.   

 Defensive Layer 2 - next generation firewall (NGF). The NGF’s OODA loop observes the operation of 
files associated with the email by performing any executable files associated with the email and 
orients based on the results of the file execution. The adversary manipulates the NGF’s OODA loop 
by sending an email that contains only text, there are no machine executables to observe.   

 Defensive Layer 3 - human email recipient. The human’s OODA loop observes the human-readable 
content of the email. The adversary manipulates the human’s OODA loop by composing a deceptive 
message that contains false payment instructions for the human to enter into the accounting 
system. It is important to note that the OODA loop of a person does not require a conscious 
cognitive process. In fact, the adversary may intentionally target non-cognitive processes, such as 
habits, in which the OODA loop orientation, decision and act phases are a repertoire comprised of 
non-cognitive habitual responses or responses of low cognitive elaboration.58 Cyber attackers 
frequently exploit activities that do not trigger significate user analysis (such as processing email, 
opening documents or entering credentials).  

 Defensive Layer 4 - accounting system’s access control process. The accounting system’s access 
control system OODA loop observes user credential inputs and orients based on the credential data 
entered into the system. The adversary manipulates the accounting system’s access control OODA 
loop by subverting the human OODA loop. 

 Defensive Layer 5 - accounting system’s data entry process. The accounting system’s process’s 
OODA loop observes user data entry inputs and orients based on the data entry requirements of the 
system. The adversary manipulates the accounting system’s data entry OODA loop by, again, 
subverting the human OODA loop. 

 Defensive Layer 6 - accounting system’s payment processing system. This OODA loop observes 
payment instructions and orients based on the data residing in the system. The adversary, through 
the previous OODA loops, has introduced factually false payment data into the accounting system. 
The accounting system issues payments to the adversary using the factually invalid payment data.  
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In the BEC there are no data processing errors or malware or log files or other computing artifacts that 
could reveal the disorientation of the payment system. The loss of DSA in the BEC results from the 
interaction of these NPE and human OODA loops. Wells Fargo Bank recommends defending against the 
BEC by modifying the OODA loops through the addition of non-data processing steps in the vendor 
account maintenance process.59 
  
Every decision making activity can be compromised by either or both of deceiving humans and 
manipulating data streams in a system of interacting OODA loops. Large portions of the Ukrainian power 
were brought down by a deceptive email which compromised the credentials of a human grid 
operator.60 In the Stuxnet incident, users were unwittingly recruited to defeat the defensive OODA 
loops; in this case transporting innocent looking USB devices into the facility and plugging the USB 
devices into the network.61 Much of the information about the attack is subject to obfuscation by the 
attacker.62 Often the very machine data which feeds the defensive OODA loops is subject to anti-forensic 
manipulation by the attacker. Adversaries alter log files. Adversaries intentionally trigger deceptive 
alarms.63 Adversaries hide the true nature of software, tricking defenders into whitelisting malicious 
code.64 Adversaries lie and cheat. Understanding the “connect the dots” process used by defenders, the 
adversary applies the Maxims of Deception to distort the dots, thus undermining the work of 
cyberintelligence.65 The OODA loops of people and NPE provide opportunities for adversary 
manipulation.  
 
In August of 2015, the NSA released its Methodology for Adversary Obstruction.66 The Methodology for 
Adversary Obstruction focuses on the actions undertaken by human adversaries during engagements in 
cyberspace. The Methodology for Adversary Obstruction introduces the terms, Access, Persistence and 
Control, to describe the evolution of a cyber engagement. Access (A) refers to how an intruder connects 
to the targeted network. The intruder then aims for persistence (P) by creating a “foothold” in the 
network to allow a sustained presence. All of these actions are focused on gaining control (C) to achieve 
the final objective, whether it is to interfere, monitor, steal or alter data, deceive, disable or destroy.67 
Each of these phases can be seen as sequences of OODA loops. Looking at the BEC example, access was 
gained by attacking the OODA loops of NPE and people. Persistence was gained from the human OODA 
loop. Control was the result of the adversary’s false data becoming embedded in the payment OODA 
loop.  
 
The Methodology for Adversary Obstruction is designed to decrease the tools, tactics and procedures 
that an adversary can employ against a target. The Adversary Obstruction Methodology addresses the 
system of interdependent OODA loops created by cyberspace’s pervasive communication, command 
and control network.  The Methodology for Adversary Obstruction sets forth the principles of cyber 
defense, which seek to limit access, persistence and control. These principles are:68 
 Generate a plan to respond and ensure it is fully implemented without exceptions 
 Reduce the attack surface to reduce external attack vectors into the network 
 Harden devices to reduce internal and external attack vectors into the network 
 Implement Credential Protections to degrade the adversaries’ ability to maneuver on the network 
 Align defensive resources to improve detection of and response to adversary activity 
 Segregate networks and functions to contain damage when an intrusion occurs 
 Develop a culture of cyber professionalism, to include leaders who set expectations 

 
We propose combining OODA loop DSA analysis with the NSA’s Access, Persistence, Control model to 
reveal dependences which are obscured by focusing on machines performing data processing tasks. The 
addition of one new principle is required to incorporate Boyd’s OODA loop into the NDA’s Methodology 
for Adversary Obstruction. That new principle is: 
 
 Diminish friendly friction while increasing the adversary’s friction. 
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Effective OODA loop analysis requires analysis of the completing OODA loops, not merely speeding 
defensive decision making processes. By knowing that the adversary is executing its own OODA loops, 
friendly forces can take measures to increase the adversary’s friction. Referring back to cold war 
submarine warfare, in order to avoid becoming victims of their own habits, U.S. submarine commanders 
used playing dice to determine the timing of evasive maneuvers.69 Randomization is a highly effective 
defensive strategy.70 Randomization is an excellent means of befuddling the statistical inference engines 
used in machine learning and AI systems.71  
 
Analyzing the friction of the competing OODA loops at each phase of the adversarial engagement 
reveals opportunities to tilt the engagement against the adversary. A few examples illustrate this 
concept. In cyberspace, access to systems is often gained by using common naming conventions to 
guess the email addresses of phishing targets. Attackers are aided in this process by email “bounce” 
messages. Understanding that the adversary’s OODA loop is correlating email address guesses and 
system bounce messages opens OODA loop disruption opportunities. For example, simply inserting a 
few random characters in employee email addresses and suppressing bounce messages would increase 
the adversary’s friction.72 The increased difficulty of guessing email addresses will result in more 
rejected emails. The log files generated by the increased volume of rejected emails associated with 
repeated incorrect guesses can be a rich source of forensic data for security analysts. Friction generates 
heat and heat can be detected. 
 
Adversaries often abuse credentials to compromise systems. Users inadvertently disclose credentials to 
adversaries in response to email attacks.73 Users intentionally engage in poor credential practices which 
assist adversaries in compromising compromises.74 Email systems can be enhanced with anti-deception 
technology to defend the email recipients’ OODA loops against emails that facilitate the theft of 
credentials.75 Adopting two factor authentication (2FA) introduces new requirements into the log-in 
process, thereby increasing the adversary’s friction when using compromised credentials.76 But that is 
not the end of the analysis. What adaptations will the adversary make to exploit the new OODA loop? 
2FA that uses cellphones as the second factor can be undermined by compromising the user’s cell phone 
or the cell phone 2FA process itself.77 This OODA loop analysis reveals the adversary’s next move, 
suggesting the need to adopt 2FA methods that are resistant to cell-phone compromise attacks such as 
fido78 2FA will also result in log-in failures when adversaries attempt to use defective stolen credentials. 
Again, increasing the adversary’s friction generates heat for defenders to detect. 
 
These ruses (modified email address/bounce suppression and 2FA) illustrate how deception can be used 
in defensive cyberoperations to assign tasks to the adversary which will consume the adversary’s 
resources and disrupt decision-making, thereby increasing the friction of the adversary’s OODA loop.  
 
In addition to increasing the adversary’s friction, the proposed principle looks to reducing friendly 
friction. This facet of the principle requires that when new measures are contemplated, the effect on 
friendly OODA loops must be considered. 79 Security measures which interfere with the performance of 
job tasks impose friction on system administrators (sysadmins) and users. This friction results in systems 
that sysadmins cannot maintain and users, being frustrated in the performance of their job tasks, 
circumvent. Recent press reports indicate that a leading international cyber security consulting firm has 
created a system in which sysadmins and users routinely engage in poor security practices.80 “The goal is 
to build systems that are actually secure not theoretically secure: Security Mechanisms have to be 
usable in order to be effective.”81 
 
Applying OODA loop analysis can reveal crucial steps in DSA where modified friendly processes can  
defend against attempts to subvert friendly OODA loops, increase the adversary’s friction and reduce 
friendly friction.  
 
The views expressed herein are the views of the authors and do not reflect the views of Iconix, Inc. or 
PepsiCo, Inc. 
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