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Scientific Impact  
• The app ratings provide a 

privacy metric for apps 
that could be employed 
in a variety of contexts 

• Crowdsourced reviews 
offer insight into how 
users understand app 
privacy and permissions

Solution 
• We gather privacy ratings 

of apps via crowdsourcing 
and automated tools 

• We use these ratings to 
power a privacy-aware 
app store and a 
permission management 
assistant

Challenge  
• Users, many of them 

technical novices, must 
make complex privacy 
decisions when using and 
installing apps 

• These users are offered 
little, if any, assistance 
or guidance

Broader Impact 
• Incorporating ratings 

into apps makes the 
ratings easily accessible 
to all types of users 

• Making it easier to find 
privacy-respecting apps 
may encourage more 
private user behavior 

• Easy-to-understand 
ratings educate users 
about privacy concernsEAGER-1449236: By the People, For the People: 
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