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Motivating issues:
* loT network devices have unique traffic “signatures.”

* \Very easy to do event-level detection using packet size
and timing information.
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* How can we use differential privacy to inform the

design and management of future systems? Main approach and contribution:
* How do we jointly manage privacy and network QoS?

e Use a definition of discrete-time event-level

Privacy framework: neighboring streams for use with
* Differential privacy uses random perturbations to differential privacy.
mask the difference between neighboring ground- » Develop a traffic shaper at the gateway

truth network traffic realizations. : . :
N NERWOTIC Attt Tedtizat using packet slicing and padding to

obfuscate output packet stream.

Differential Privacy

An algorithm A(B) taking values in a set T provides Constant Size Ve ol S
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Case Study in Smart Homes:
* Packet sizes and timing * Privacy models on event- * Differentially-private shaper
reveal private user activities. level adjacent streams. vs. deterministic shaper.
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