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Authenticating devices is essential to  Device authentication process Preliminary results are promising
maintain loT data integrity

* Many researchers imagine networks of
billions of deployed Internet of Things (loT)
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PHY-layer radio signal features could
help authenticate wireless devices

 Currently, authentication is typically done at
upper levels of the network stack using
cryptography

 Key management and computational
complexity can make cryptography difficultto |
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of small, possibly mobile, computationally
constrained loT devices
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and SDR impersonation attacks
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3) Identify transmitter

Received signals features are input to

Legitimate device’s classification models to identify the
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