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Project	Goals		

Primary	Goal:	Obfuscate	sensi-ve	
informa-on	in	power	system	models	
without	jeopardizing	the	quality	of	
solu-ons	obtained	from	the	models.	

Why?	(1)	Cyber-physical	Security,		(2)		Economic	ConfidenKality	
Ø  Ensure	aLackers	do	not	have	access	to	vital	informaKon	such	as	grid	topology,	

component	locaKons,	operaKonal	parameters,	etc.	
Ø  Foster	cooperaKon	in	compeKKve	microgrid	enabled	electric	marketplace	

1.	Mask	sensiKve	informaKon	in	opKmal	power	flow	problems	without	increasing	computaKonal	complexity		

2.	Secure	masking	for	sharing	models	with	researchers	

Yes,	there	exist				P, T, w,  and r  that	allow	this.	
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Ø  Research	results	must	be	evaluated	and	
validated	using	real	power	system	models.	

Ø  Actual	Power	System	Models	are	no	longer	
available	except	through	non-disclosure	
agreements.		

Ø  Results	cannot	be	independently	verified	by	
peers.	

ObjecKve:	Efficiently	solve	OPF	in	
shared	compuKng	plaWorms	
Ø  Mask	cost	funcKons	
Ø  Extract	prices	from	masked	dual	

problem	
Ø  Preserve	sparsity	while	ensuring	a	

level	of	security	
Ø  Obscure	system	facility	types	and	

numbers	

Broader	Impacts	
MulK-party	OpKmizaKon	
Ø  Across	different	balancing	authoriKes	

u  Ensure	confidenKality	for	parKcipants	
Ø  Secure	confidenKality	of	economic	

informaKon	in	market	operaKons	
u  Increase	cooperaKon	among	microgrid	

parKcipants	without	sacrificing	
compeKKveness	

Empirical	EvaluaKon	
Ø  Evaluate	using	NSF’s	Global	Environment	for	Network	InnovaKons	(GENI)	testbed	
Ø  QuanKfy	increase	in	computaKonal	overheads	
Ø  Measure	increase	in	confidenKality	
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