
NSF Secure and Trustworthy Cyberspace Inaugural Principal Investigator Meeting!
Nov. 27 -29th 2012!

National Harbor, MD!

Interested in meeting the PIs? Attach post-it note below! 

Privacy-by-ReDesign:  
Alleviating Privacy Concerns for Third-Party Applications 

PI: Heng Xu | CNS-0953749 | College of Information Sciences and Technology | Pennsylvania State University 

http://pal.ist.psu.edu/ 

 
 



Proposed New Designs 
Design Principles: 
•  [Control] The privacy authentication dialogue should 
provide options for a user to control an app’s 
information access and use before adding the app to 
the user’s Facebook profile. 

 
•  [Awareness] The privacy authentication dialogue should 
provide alert signals for a user when an app asks for the 
user’s sensitive private information such as date of birth and 
address. 

The Amount of Information Could Be Released by Extended Permission “user_photos”  

In online social networks, the aggressive way of data access and transmission by third-party applications 
(apps) has made privacy concerns particularly salient. A heightened need for empowering user control for 
third-party apps arises due to the inability to monitor the data use by app providers within and outside of the 
social networking platform and the inherent uncertainty about their privacy practices. The approach of 
Privacy by ReDesign is employed to investigate whether users can more adequately represent their 
preferences for sharing and releasing personal information with two newly proposed designs.  

Apps’ Problematic Data Practices!
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50 Facebook users were recruited per treatment from MTurk 

- Collect data from 
the most popular 
1800 Facebook 
apps in Dec 2010  

- There is no way 
for users to limit 
apps' data access 
or publishing 

I (Baseline) Current Facebook privacy notice  
II (C) Check-box design   (for Empowering Control) 
III (CS) Check-box and Signal design (for Promoting Awareness) 

0.00%!
10.00%!
20.00%!
30.00%!
40.00%!
50.00%!
60.00%!
70.00%!
80.00%!
90.00%!

Baseline! C! CS!

Installed! Not Installed!

0!
10!
20!
30!
40!
50!
60!
70!
80!
90!

Baseline! C! CS!

  !Information released!

Proposed Design for Empowering Control (C) Proposed Design for Promoting Awareness (CS) 

Original Design on Facebook (Baseline) 


