NSF Frontier: Towards Effective Web Privacy Notice and Choice

Modeling, Analysis and Enforcement of privacy policies requires disambiguating policy
semantics and measuring the personal privacy risk to information collection, use and

sharing
Multidisciplinary approach that combines: In policies, the information type, sharing
Natural language processing recipient and data purpose are often

Formal methods ambiguous

Legal studies
Judgement and decision science

Privacy Policy Excerpt:

We will provide your information to third party companies to perform

|
services on our behalf, incIching payment processing, data analysis, e-mail

delivery, hosting services, customer service and to assist us in our marketing
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Relative vagueness of categories of vague terms
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Broader Impact: Toward verifying privacy policy compliance in mobile applications

» Combine policy models with static code analysis to find policy  Implemented in Android Studio plugin

violations 1n Android apps * Visit the online demo at: http://polidroid.org

* Defined ontology to align policy terms with Android API

methods affectmg personal information R. Slavin, X. Wang, M.B. Hosseini, W. Hester, R. Krishnan, J. Bhatia, T.D. Breaux, J. Niu. Toward

o : : : : : a Framework for Detecting Privacy Policy Violation in Android Application Code, To Appear:
\ Identitied 341 pOhCy violations across 477 Android apps ACM/IEEE 38th International Software Engineering Conference, pp. 25-36, Austin, Texas, 2016. /
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