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Challenge Approach: Quantitative Information Flow

— Secret X has value known to the adversary only as a
_ prior probability distribution 1t
— Approach: encrypted databases balance security — Channel C probabilistically maps secret input X to

and functionality observable output Y

— C maps prior it to a hyper-distribution [t & C],
which is a distribution on posterior distributions

— G@Goal: store sensitive data in the cloud
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— Prior and posterior vulnerability: the threat to the secret
before and after the channel is run

Key question: How much sensitive information is leaked? — Leakage: the difference between posterior & prior vulnerability

Deterministic Encryption Analysis
— Cryptography assumes a computationally-bounded adversary, while QIF is information theoretic.
— But QIF can analyze the cryptographic ideal object. (E.g. a block cipher is modeled as a random permutation.)

Bayes Scenario: Guess the entire secret column in one try

Bayes vulnerability under § = (1/3,1/3,1/3) Bayes vulnerability under 6 = (1/2,1/3, 1/s)
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Single Index Scenarios: (1) Free to guess any patient’s disease and (2) forced to guess a specified patient’s disease
Lo Single Index g-Vulnerability, ¢ = (1/3,1/3,1/3) L0 ongle Index g ooy SR
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Future Directions Broader Impact
— Refinement order among Order-Revealing — Scientific Impact
Encryption schemes * Coupled the provable-security approach of modern
— Cross-column correlation cryptography with QIF theory to yield a novel security
framework

— Mitigation by inserting fake data to functionally

.  Analyzed encrypted search schemes
alter the prior y YP

— Societal Impact

Publications and Talks * Helped practitioners and researchers better
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