Quantifying Information Leakage in Searchable Encryption

Challenge:

Want to store sensitive data
in the cloud

Searchable encryption (e.g.
deterministic encryption,
order-revealing encryption)
allows efficient search

But what information is
thereby leaked?

Solution:

Analyze leakage using the theory of
Quantitative Information Flow (QIF)
Different gain functions model
different operational scenarios
Bayes vulnerability: adversary wants
to guess entire column in one try
Single-index vulnerability: adversary

wants to guess some patient’s
disease
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Scientific Impact:

. Couple provable security of
modern cryptography with
information-theoretic QIF

. Quantitative assessment of
security risks due to searchable
encryption

. Guidance about when
searchable encryption is secure

Broader Impact:

. Help practitioners and researchers
better understand security risks
. Florida International University is a

leading Minority Institution.
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