Combining capacity analysis and model counting

The objective of this project is to develop tools that can precisely measure the information
revealed by computations on sensitive inputs.
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/For a discrete, noiseless process like a
program execution, the channel capacity Is
eqgual to the base-2 logarithm of the number
of distinguishable outputs.

This is a useful definition to build on for Bottleneck determines maximum flow
security analysis because it does not require and Is the best target for
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Capacity analysis Model Counting

- Build dynamic bit-capacity data flow graph * Model count is the number of satistying
with static annotations for implicit flows assignments to a formula
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« Compute maximum flow and minimum cut ' EX?C‘ computation S #P-hard, so approximate
. by using random hashing to reduce the
between secret inputs and outputs

\ number of solutions /

/Capacity analysis tool: Flowcheck\ /Model counting tool: SeachMC \

il Pror Uses a statistical model to
Dynamic data-flow analysis extends Valgrind Memcheck's " oo adaptively choose queries
bit-level undefined value tracking ool True mivence

Implemented for CNF and
bit-vector/floating point SMT

Probability

Enclosure region annotations provide a static bound on
the locations modified in implicit flows

Exploring integration with
CryptoMiniSAT

New version compatible with recent Linux distributions

\\\http://www.cs.umn.edu/~mccamant/flowchecké/// \\\\ htt

/Integration with FuzzBALL \ /Model counting and differential privacy\

Continuous ideal: Discrete reality:
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://github.com/seonmokim/SearchMC/

e Minimum cut and memory/register taint identify a region

for more detailed analysis 05 o S —
e Binary control-flow analysis (DynInst) determines a o4 0 | @ @ o o
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* Binary symbolic execution with FuzzBALL converts each 02 Floating point model counting confirms
execution path into an SMT formula for model counting 01 severity of Mironov (CCS 2012) attack
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National Science Foundation .,

WHERE DISCOVERIES BEGIN UNIVERSITY OF MINNESOTA
Driven to Discover*




