Re-examining Email Spoofing in the Context of Spear Phishing

Pl: Gang Wang, University of lllinois at Urbana-Champaign
https://gangw.cs.illinois.edu
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i The Problem 08 B SPE-Other B DMARC-Other
] ] ] ] zc M SPF-Reject m DMARC-Reject
 Spear phishing: targeted phishing attack 5 0°
: . : : 804
e Often involves impersonation/spoofing g . l I I
* How effective is spoofing during phishing attacks? 0 | = e T —
02/01/2017 10/01/2017 01/01/2018 02/01/2017 10/01/2017 01/01/2018

* How robust are existing defenses?

44.9% domains w/ SPF 5.1% domains have DMARC

Measurement on Alexa top 1 million

Method

o . ._ . :
Measurement: anti-spoofing deployment and config. Target Email Provider

(SPF/DKIM/DMARC) <) X ‘ R s/f/OL:ers%)vgnr:aizlafocn?unt
* Blackbox spoofing test on real-world email systems Spoofed address (x30) 35 email services Web + mobile client
* Users study with users and email system admins Content (x5)
O IP (x2) Blackbox testing (50,000+ emails)
Findings

* Anti-spoofing protocols not widely
adopted or correctly configured

Full Authentication (16) Check SPF/DKIM, not DMARC (15) No Auth (4)
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34 out of 35 email services penetrated
by spoofing/phishing emails

Even if both sender and receiver are
configured strictly, 13% spoofing
emails can still get into user inbox

S x £ % = g N S5 2 Eaas @ > : :
sS555585888%8¢88s §§go§§§§§§§gg§§ S * Security cues only appear in a few
ET 8 ST- 0 8ESET20%3%F 28 §28%8E5538 "2 £ 3 B3 . .
§3H§§g>g§'-eaggs 5 5 S %%Egés 5 g-g§§ email Uls (even fewer on mobile Ul)
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i User StUdy | 1RB Approved | i Web Mobile
 Q: how much does security indicator help? | Gmail Q Q »  Forged <forged@easychair.org>
| : : . . | G-Inbox @ Q g to me |~
¢ N =488 (email users), send spoofing emails to subjects
i °® Ethlcal decept|0n, to measu re reallstlc user reaCtIOnS i Naver 0 0 n This message is not from [live.com].Please note that the sender's address may ¢
i o SeCU r|ty indicator reduces CIiCk rate 489% 9 372% i Protonmail 0 0 @ This email has failed its domain's authentication requirements. It may be spoofed
i . . . i Mail.ru a @ We can not verify the authenticity of the sender.
- Q: why are anti-spoofing protocols not widely adopted? i
i . . . . . i D IEER: WEMGERREFERE, BAERGEERTAETERER, BREEY,, EHNBVER!
~+ N =9 (email admins), interview, open-ended questions 16232-‘?0”‘ V1
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- * Protocols have technical flaws (especially SPF, DKIM) 0 @
~* Alack of critical mass, benefit not outweigh cost
- * Deployment difficulties in practice R
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Measurement WL el TR Through Characterization and Detection of Malicious Deep Links
* Reactive honeypots \Thankyou / References
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Defense
e Human-machine collaboration for defense

* Machine learning + explanation techniques to generate

i  “End-to-End Measurements of Email Spoofing Attacks”. H. Hu, G.
personalized indicators
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