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Scientific Impact: 
•Optimal control algorithms 
for post-disruption recovery
•Differentially private anomaly 
detection of correlated data
•Empirical analysis of the 
equity of congestion pricing

Solution: 
•Data-driven identification 
and validation of Markov 
Jump Linear Systems
•Optimal control algorithms 
•Outlier detection in graph 
signals for analyzing 
disruptions

Challenge: 
•Modeling, analysis, 

control, and design of 
incentives for 
infrastructure networks, 
with goal of improving 
resilience

Broader Impact: 
•Validated models and methods 
for infrastructure networks 
(transportation, smart grid)
•Benchmarking of airline 
operations
•Privacy-aware fault detection
•Address practical issues of
efficiency, resilience, fairness, 
and privacy
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Fault Detection

if
return fault

else:  
return no-fault
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Privacy-preserving Fault Detection

!!"

"", $""

"#, $#"

"$, $$"

"!, $!"

⋮

!!#

f : Additive fault

✏, �, ⇢ : Privacy parameters

k : Day
<latexit sha1_base64="KuUOq0PKpaxEG9dBP+ClQqFwAh4="></latexit>

µi,�i : Mean, variance for house i

⇢ij : Correlation between houses i and j

n : Number of houses
<latexit sha1_base64="N+RRItHs+irDmLMQrdRg8RjucuM="></latexit>

Green : Publicly known

Red : Privacy-sensitive

Blue : Privacy noise
<latexit sha1_base64="qpzBI0jwKs+2NEhzeCXkNX/A9zQ="></latexit>

Share x(k)
<latexit sha1_base64="z88E/ANJVBPcXQwInHW28tKjYss="></latexit>

Share bx(k)
<latexit sha1_base64="qdqRXxqrXQUhzG+xLZcq5hoilSU="></latexit>

if
return fault

else:  
return no-fault

x(k)
i = x(k)

i,nominal + f (k)
i , 8i = 1 : n

<latexit sha1_base64="e4f7loM3XLK3K8ncqx+fmG8CCKs="></latexit> bx(k)
i = x(k)

i,nominal + f (k)
i + ⇣(k)i , 8i = 1 : n

<latexit sha1_base64="cVz5j2vM0p6g/6Wlfcg5byW5DLk="></latexit>

⇣⇣⇣(k) ⇠ N
�
0,2

✏,�⇢
2In

�
<latexit sha1_base64="WD0tKFIAkjd7a39/zhs96ViHTIA="></latexit>

x(k)
1

<latexit sha1_base64="0rItfzfJ9qaES5yVAdSBr9UNqHc=">AAAB8HicdVDLSsNAFJ3UV62vqks3g0Wom5Ckoa27ohuXFexD2lgm00k7dDIJMxOxhH6FGxeKuPVz3Pk3TtoKKnrgwuGce7n3Hj9mVCrL+jByK6tr6xv5zcLW9s7uXnH/oC2jRGDSwhGLRNdHkjDKSUtRxUg3FgSFPiMdf3KR+Z07IiSN+LWaxsQL0YjTgGKktHRzP7Bv0/LkdDYolizzrF513Cq0TMuq2Y6dEafmVlxoayVDCSzRHBTf+8MIJyHhCjMkZc+2YuWlSCiKGZkV+okkMcITNCI9TTkKifTS+cEzeKKVIQwioYsrOFe/T6QolHIa+rozRGosf3uZ+JfXS1RQ91LK40QRjheLgoRBFcHsezikgmDFppogLKi+FeIxEggrnVFBh/D1KfyftB3TrpjOlVtqnC/jyIMjcAzKwAY10ACXoAlaAIMQPIAn8GwI49F4MV4XrTljOXMIfsB4+wR5iJA0</latexit>

x(k)
3

<latexit sha1_base64="WA+PF0Ng0EN/rD3dFOZrp1QFthQ=">AAAB8HicdVDLSsNAFJ3UV62vqks3g0Wom5Ckoa27ohuXFexD2lgm00k7dDIJMxOxhH6FGxeKuPVz3Pk3TtoKKnrgwuGce7n3Hj9mVCrL+jByK6tr6xv5zcLW9s7uXnH/oC2jRGDSwhGLRNdHkjDKSUtRxUg3FgSFPiMdf3KR+Z07IiSN+LWaxsQL0YjTgGKktHRzP6jcpuXJ6WxQLFnmWb3quFVomZZVsx07I07NrbjQ1kqGEliiOSi+94cRTkLCFWZIyp5txcpLkVAUMzIr9BNJYoQnaER6mnIUEuml84Nn8EQrQxhEQhdXcK5+n0hRKOU09HVniNRY/vYy8S+vl6ig7qWUx4kiHC8WBQmDKoLZ93BIBcGKTTVBWFB9K8RjJBBWOqOCDuHrU/g/aTumXTGdK7fUOF/GkQdH4BiUgQ1qoAEuQRO0AAYheABP4NkQxqPxYrwuWnPGcuYQ/IDx9gl8nJA2</latexit>

x(k)
2

<latexit sha1_base64="w/kr5kTtDGjlZUPhwLiBhN+rHMY=">AAAB8HicdVDLSsNAFJ3UV62vqks3g0Wom5Ckoa27ohuXFexD2lgm00k7dDIJMxOxhH6FGxeKuPVz3Pk3TtoKKnrgwuGce7n3Hj9mVCrL+jByK6tr6xv5zcLW9s7uXnH/oC2jRGDSwhGLRNdHkjDKSUtRxUg3FgSFPiMdf3KR+Z07IiSN+LWaxsQL0YjTgGKktHRzP3Bu0/LkdDYolizzrF513Cq0TMuq2Y6dEafmVlxoayVDCSzRHBTf+8MIJyHhCjMkZc+2YuWlSCiKGZkV+okkMcITNCI9TTkKifTS+cEzeKKVIQwioYsrOFe/T6QolHIa+rozRGosf3uZ+JfXS1RQ91LK40QRjheLgoRBFcHsezikgmDFppogLKi+FeIxEggrnVFBh/D1KfyftB3TrpjOlVtqnC/jyIMjcAzKwAY10ACXoAlaAIMQPIAn8GwI49F4MV4XrTljOXMIfsB4+wR7EpA1</latexit>

x(k)
n

<latexit sha1_base64="rRBDbYdg2E1U2Ug373x/zMuxaag=">AAAB8HicdVDLSsNAFJ3UV62vqks3g0Wom5Ckoa27ohuXFexD2lgm00k7dDIJMxOxhH6FGxeKuPVz3Pk3TtoKKnrgwuGce7n3Hj9mVCrL+jByK6tr6xv5zcLW9s7uXnH/oC2jRGDSwhGLRNdHkjDKSUtRxUg3FgSFPiMdf3KR+Z07IiSN+LWaxsQL0YjTgGKktHRzP+C3aXlyOhsUS5Z5Vq86bhVapmXVbMfOiFNzKy60tZKhBJZoDorv/WGEk5BwhRmSsmdbsfJSJBTFjMwK/USSGOEJGpGephyFRHrp/OAZPNHKEAaR0MUVnKvfJ1IUSjkNfd0ZIjWWv71M/MvrJSqoeynlcaIIx4tFQcKgimD2PRxSQbBiU00QFlTfCvEYCYSVzqigQ/j6FP5P2o5pV0znyi01zpdx5MEROAZlYIMaaIBL0AQtgEEIHsATeDaE8Wi8GK+L1pyxnDkEP2C8fQLXapBx</latexit>

bx(k)
1

<latexit sha1_base64="LF4Q9ijlcQOFEPnzMLtuJS/UvG8=">AAAB/HicdVDLSgMxFM3UV62vapdugkWomyGpHe2y6MZlBfuAdiyZNG1DMw+SjFqG8VfcuFDErR/izr8xfQgqeuDC4Zx7ufceLxJcaYQ+rMzS8srqWnY9t7G5tb2T391rqjCWlDVoKELZ9ohiggesobkWrB1JRnxPsJY3Pp/6rRsmFQ+DKz2JmOuTYcAHnBJtpF6+0L3lfTYiOrlLe/g6KY2P0l6+iGx04lRwFSLbQbiKHUPKDkaoDLGNZiiCBeq9/Hu3H9LYZ4GmgijVwSjSbkKk5lSwNNeNFYsIHZMh6xgaEJ8pN5kdn8JDo/ThIJSmAg1n6veJhPhKTXzPdPpEj9Rvbyr+5XViPai6CQ+iWLOAzhcNYgF1CKdJwD6XjGoxMYRQyc2tkI6IJFSbvHImhK9P4f+kWbbxsV2+rBRrZ4s4smAfHIASwOAU1MAFqIMGoGACHsATeLburUfrxXqdt2asxUwB/ID19gny15T3</latexit>

bx(k)
3

<latexit sha1_base64="l7QfcF8HRgXhYVQXi83gDPiwfrA=">AAAB/HicdVDLSgMxFM34rPVV7dJNsAh1M2SmHe2y6MZlBfuAdiyZNNOGZh4kGXUY6q+4caGIWz/EnX9j+hBU9MCFwzn3cu89XsyZVAh9GEvLK6tr67mN/ObW9s5uYW+/JaNEENokEY9Ex8OSchbSpmKK004sKA48Ttve+Hzqt2+okCwKr1QaUzfAw5D5jGClpX6h2LtlAzrCKrub9CvXWXl8POkXSshEJ07VqkFkOsiqWY4mtmMhZEPLRDOUwAKNfuG9N4hIEtBQEY6l7FooVm6GhWKE00m+l0gaYzLGQ9rVNMQBlW42O34Cj7QygH4kdIUKztTvExkOpEwDT3cGWI3kb28q/uV1E+XX3IyFcaJoSOaL/IRDFcFpEnDABCWKp5pgIpi+FZIRFpgonVdeh/D1KfyftGzTqpj2ZbVUP1vEkQMH4BCUgQVOQR1cgAZoAgJS8ACewLNxbzwaL8brvHXJWMwUwQ8Yb5/165T5</latexit>

bx(k)
n

<latexit sha1_base64="tOswXAJXFv7qW5A/LM4e7H1fXNM=">AAAB/HicdVDLSgMxFM3UV62vapdugkWomyFTO9pl0Y3LCvYB7VgyadqGZjJDklHLMP6KGxeKuPVD3Pk3pg9BRQ9cOJxzL/fe40ecKY3Qh5VZWl5ZXcuu5zY2t7Z38rt7TRXGktAGCXko2z5WlDNBG5ppTtuRpDjwOW354/Op37qhUrFQXOlJRL0ADwUbMIK1kXr5QveW9ekI6+Qu7YnrpDQ+Snv5IrLRiVtxqhDZLnKqjmtI2XUQKkPHRjMUwQL1Xv692w9JHFChCcdKdRwUaS/BUjPCaZrrxopGmIzxkHYMFTigyktmx6fw0Ch9OAilKaHhTP0+keBAqUngm84A65H67U3Fv7xOrAdVL2EiijUVZL5oEHOoQzhNAvaZpETziSGYSGZuhWSEJSba5JUzIXx9Cv8nzbLtHNvly0qxdraIIwv2wQEoAQecghq4AHXQAARMwAN4As/WvfVovViv89aMtZgpgB+w3j4BUMiVNA==</latexit>

bx(k)
2

<latexit sha1_base64="NLEY1SNxfYlPSqEJsHQOrpgrYjA=">AAAB/HicdVDLSgMxFM3UV62v0S7dBItQN0Nm7GiXRTcuK9gHtGPJpGkbmnmQZNQyjL/ixoUibv0Qd/6N6UNQ0QMXDufcy733+DFnUiH0YeSWlldW1/LrhY3Nre0dc3evKaNEENogEY9E28eSchbShmKK03YsKA58Tlv++Hzqt26okCwKr9Qkpl6AhyEbMIKVlnpmsXvL+nSEVXqX9ZzrtDw+ynpmCVnoxK3YVYgsF9lV29XEcW2EHGhbaIYSWKDeM9+7/YgkAQ0V4VjKjo1i5aVYKEY4zQrdRNIYkzEe0o6mIQ6o9NLZ8Rk81EofDiKhK1Rwpn6fSHEg5STwdWeA1Uj+9qbiX14nUYOql7IwThQNyXzRIOFQRXCaBOwzQYniE00wEUzfCskIC0yUzqugQ/j6FP5Pmo5lH1vOZaVUO1vEkQf74ACUgQ1OQQ1cgDpoAAIm4AE8gWfj3ng0XozXeWvOWMwUwQ8Yb5/0YZT4</latexit>

Eqn. (4) � h
<latexit sha1_base64="J4WBNM+orC/Vs8OmVVAV+ky1SMU="></latexit>

Eqn. (7) � bh
<latexit sha1_base64="9Wz3AhbuU/P1v7gcLTdJrdJjtCU="></latexit>


