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Scientific Impact: 
•Attack models studied are 
generic and applicable to any 
commonly used vision and RL-
frameworks 
•Robust models can be 
deployed in various CPS 
applications that leverage ML 
modules

Solution: 
• Optimization based spatio-
temporal attacks on RL agents 
• Semantic robustness of 
perception models via 
generative modeling 
approach
• Robust optimization for 
robust learning

Challenge: 
•Understand adversarial attacks 
on deep learning models for 
perception (e.g., CNN) & 
decision-making (e.g., RL)
•Investigate adversarial training 
schemes to robustify machine 
learning (ML) algorithms

Broader Impact: 
•Robust ML frameworks 
will be critical for 
certification and 
adoption of ML in CPS
•Undergraduate CPS 
minor at Iowa State
•Supporting PhD study of 
2 female and 1 URM 
students Contact: soumiks@iastate.edu
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