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CAREER Robustifying Machine Learning for Cyber-Physical Systems
CNS-1845969, Mar 1, 2019 - Feb 29, 2024, Pl: Soumik Sarkar, lowa State University

Challenge: Ad;iﬁf;,"a' Scientific Impact:

*Understand adversarial attacks *_ . *Attack models studied are
on deep learning models for ~ Perturbation|  generic and applicable to any
perception (e.g., CNN) & commonly used vision and RL-
decision-making (e.g., RL) s frameworks

*|nvestigate adversarial training State *Robust models can be
schemes to robustify machine Reward deployed in various CPS
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learning (ML) algorithms applications that leverage ML

modules

Adversarial Environment

Solution: Robust Reinforcement Learning (RL)

» Optimization based spatio- Broader Impact:
temporal attacks on RL agents eRobust ML frameworks
e Semantic robustness of Orignal o M will be critical for
perception models via - Soman. certification and
generative modeling M;;sa,.a. rampi adoption of ML in CPS
approach Mot | G ‘B—‘ - > ““ eUndergraduate CPS

* Robust optimization for Aurbu 3: minor at lowa State
robust learning v | e o = *Supporting PhD study of

Semantic Robustness for ML 2 female and 1 URM

Contact: soumiks@iastate.edu students
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