
Sixth	Annual	Cyber-Physical	Systems	Principal	Inves9gators’	Mee9ng	
Arlington,	VA	–	November	16-17,	2015	

Scien9fic	Impact:		
•  Comprehensive	solu/on	for	

security	in	medical	devices	
from	design	to	deployment		

•  Advances	state-of-the-art	
from	detec/ng	a9acks	to	
enabling	automa/c	
mi/ga/on	that	preserve	
con/nuity	of	life-cri/cal	
opera/ons	Solu9on:		

•  Mul/-modal	so=ware	
design	with	a	deeply	
integrated	risk	model	

•  Integrated	run/me	
security	threat	detec/on	
and	es/ma/on	system	

•  Run/me	threat	
mi/ga/on	scheme	by	
automa/c	switching	to	
fail-safe	modes	

Challenge:		
•  Need	for	intrusion	

detec/on	specifically	
designed	for	
embedded	systems	
with	minimal	area	and	
energy	overheads	

Broader	Impact:		
•  Be9er	tools	for	

embedded	developers	
to	mi/gate	intrusions/
a9acks	

•  Secure	cri/cal	systems	
including	medical	
devices,	IoT,	
automo/ve,	etc.	Award:	CNS-1615890	

PIs:	Jerzy	Rozenblit,	Roman	Lysecky	
Contact:	Jerzy	Rozenblit	<jerzyr@arizona.edu>	

SAFES:	A	SoNware-based	Architecture	for	
Ensuring	Security	and	Resilience	in	Medical	

Device	Design	


