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Problem Statement

● Commodity operating system kernel contain many bugs and vulnerabilities.
● Fuzzing is an effective dynamic analysis technique that can find many of these bugs and 

vulnerabilities..
● This Award identifies and attempts to solve critical bottlenecks unique to kernel fuzzing, which are 

referred to as space-time bottlenecks.
● Space bottlenecks prevent the fuzzer from reaching desired code blocks and triggering potential 

vulnerabilities. “Unmet dependencies in the kernel” are important space bottlenecks.
● Time bottlenecks force the fuzzer to stop its execution for some period of time, resulting in wasted 

fuzz time. “Repetitive reboots” are an important time bottleneck unique to kernel fuzzers.

● Research thrust 1: Dependency-Oriented Fuzzing
○ Some notable results so far: Understanding the dependency challenge in kernel fuzzing [ICSE’22]

● Research thrust 2: Reboot-Free Fuzzing
○ Some notable results so far: Undo syscalls that result in a reboot [USENIX Security’21]

Solutions

Broader Impacts

● Impacts on global societies and economies by 
securing operating system kernels

● Dissemination of research results

● Impact and graduate and undergraduate 
curricula

● Outreach to undergraduate, women, minority, 
and K-12 students
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