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Scientific Impact: 
• Efficient (low-overhead) and 

effective (high deniability) 
hardware-assisted solution 
that leverages exiting 
hardware features such as 
flash translation layer (FTL) 
firmware and ARM TrustZone

Solution: 
• Discovered various 

deniability compromises in 
the FTL and designed novel 
techniques to eliminate them

• Strong isolation and fast 
mode switching via TrustZone

• Integrated FTL and TrustZone
in a unique platform 

Challenge:
• The existing PDE systems for 

mobile devices are built at the 
block layer and suffer from raw 
flash snapshot attacks and side-
channel leakages leading to 
deniability compromises

Broader Impact and Broader 
Participation: 
• PDE systems in mobile devices 

can deny existence of sensitive 
data

• Involved multiple 
graduate/undergraduate 
students into the project in WSU 
and MTU

• Won 2022 Michigan Collegiate 
Cyber Defense Network (3rd

Place)
• Incorporated the project into 

graduate courses, cybersecurity 
reading group, K12 summer 
program for females in MTU
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