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Objective: Understand strategies of influence operation participants 

Search Rank Fraud and Its Impact 

• Fraud workers hired to promote products online 

• Peer-opinion systems (Google, Amazon) and social nets 
(Facebook, Twitter) 

• Top 10 VPN apps on Google Play likely censor-controlled 

The Problem: (Mis)Understanding Fraud 
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System & Adversary Model 

• Develop relevant fraud  defenses: 

– Protect against real  adversaries 
 

• Investigate influence operations 

Summary of Results: Accounts 

 Detection based on ASO worker assumptions: 

1. Control many accounts 

2. Post fake reviews in bursts 

3. Exhibit lockstep behaviors 

… 

 Organic ASO workers break assumptions 

 Promoted apps are used differently 
from personal apps 

Previously available only to app market providers (Google, Apple) 

RacketStore 

•  Data collected: 

–  Registered accounts  

–  (Other) Installed apps; app install and uninstall events 

–  Foreground app 

 

  Worker recruitment  
 672 installs from 587 ASO workers (Facebook groups) 

  Regular user recruitment: 
 233 installs (Instagram Ads) 

  12,341 installed apps; 10,310 Gmail accounts 
  110 million reviews 

Workers register more accounts: 
 28.87 vs. 2.87 

Workers write more reviews 
 208.91 vs. 1.91 

Apps Installed and Reviewed 

Install-to-Review Time 

 Regular users take longer to post reviews 
 85.09 vs 10.4 days 

 Workers review apps soon after install 

App Classification: Is App Usage Suspicious 

 Features: 
 Install-to-review time 
 Number of device-registered accounts used to 

review the app 
 Daily app usage 
 Number of installs 

Device Classification 
 

 Features: 
 App suspiciousness: 
 Stopped apps 
 Number of registered accounts 
 Total reviewed apps 

 

Worker vs. Regular 

Workers and regular people differ in 
their use of devices 
  Registered accounts, stopped apps, … 
  Device usage can identify worker-

controlled devices 
  Including workers with low ASO-work  
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