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Scientific Impact:
- Unified approach for data 
integrity attack detection is 
feasible in smart living CPS. 

- Theory for low margin attacks 

- Common framework works 
against multiple attack types and 
strategies. 

Solution: 
- Behavioral invariant design as 
anomaly detection metric at 
decentralized cluster level 

- Attack Context Generation from 
invariant’s produced  signatures

- Trust scoring based on Bio-
inspired information theory

Challenge:
High randomness in Smart living 
CPS data patterns

Low profile data integrity attacks 
hide behind such randomness

Both cyber and physical exploits 
cause to data integrity attacks

Broader Impact and Broader 
Participation: 
Utilities, Smart City consumers 
of Smart Living IoT and CPS 
applications

Validated with real datasets 
and testbeds

K-12 & senior design projects,, 
Workshop on IoT Security for 
Smart Living 

4 PhDs. partially supported, 2 
undergraduates trained, 3 
science projects for K-12 
students

SATC-2030611, Western Michigan Univ., 
PI  Contact: Shameek Bhattacharjee 
Email: shameek.bhattacharjee@wmich.edu
SATC- 2030624, Missouri Sc & Tech 
PI Contact: Sajal K. Das
Email: sdas@mst.edu

SaTC CORE: Small: TAURUS: Towards a Unified Robust and    
Secure  Data Driven Approach for Attack Detection in Smart Living

Presenter
Presentation Notes
SaTC is a multi-disciplinary program, and PI Meeting attendees include academics, industry professionals, government representatives, and others with wide-ranging expertise. Building continuing support for the SaTC program and growing the security and privacy research community requires that we convey the essence and broader impacts of SaTC-funded research to diverse stakeholders in a clear, concise, and visual way, quantifying impacts where possible.  The summary slide  should be understandable by the broader security and privacy research community, including those researchers that don’t work in your specific research domain. Use this template as a guide to ensure your slide addresses the topics identified. This slide may be used to introduce your project and/or promote the SaTC program both within and outside NSF.      
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