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Challenges Scientific impact
* The popularity of loT has raised grave concerns  We develop effective, engaging and novel teaching
about security and privacy materials on loT hardware, operating
e Qurresearch and related work disclosed system/firmware/software, network, and data
various vulnerabilities of loT products security with the low-cost loT kit and integrated
* loT security should be addressed from five development environment (IDE)
aspects: hardware, operating * The transferable teaching materials are mapped to
system/firmware, software application, secure the NICE Cybersecurity Workforce Framework
networking protocols and data (NCWF), and knowledge, skills, and abilities (KSAs)
* Thereis an urgent need of promoting * The proposed faculty development workshop will
education in loT security and privacy given that advance loT security and privacy expertise of other
loT will be ubiquitous and its security should be researchers and educators
systematically addressed
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Impact on society Education and outreach BPC
* Disseminating the developed * |mproving curricula, student  Broadening participation of
teaching materials to learning, and faculty underrepresented groups in
institutions across the country collaboration and development cybersecurity training
at the three participatin . : - - -
 Contributing to the " P Pating UCF_ s a Hispanic Serving
. Institutes Institution and its student body
Cybersecurity Workforce , , , _ , ,
L * Advancing faculty expertise on is 25 percent Hispanic/Latino
Development Initiative . .
loT security and privacy students
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