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Challenge: 
• In 2020, 85% of breaches involved the human element and 36% of breaches involved 

phishing, a form of Social Engineering (SE), up 11% more the previous year 
• SE attacks can result in damages ranging from $25,000 to multi-million dollars for direct financial loss, recovery cost, productivity 

loss, It can also result in reputation damage
• Despite the relevance of the human factor and substantial loss resulting from its exploitation in cyberattacks, the cybersecurity 

curriculum does not focus on SE
Solution:
• Educate students via a SE Capture the Flag (SECTF) competitions & hands-on course projects for classrooms
• Educate the educators by hosting online and in-person training workshops across multiple STEM disciplines
• Disseminate free resources such as SE course projects, datasets and analytic frameworks for research and education
Scientific Impact:
• Improve cybersecurity training that goes beyond purely technical learning to ensure the inclusivity of all STEM fields
• Generate new curricula and methods of instruction, emphasizing the relevance of the human factor in cybersecurity
• Foster partnerships between SE experts, social scientists, industry, government, and non-profits
Broader Impact:
• Educate the educators via workshops, course projects, repositories, analytical frameworks, and webinars
• Train next generation cybersecurity workforce about how to detect SE threats and protect themselves
• Improve diversity in the cybersecurity workforce
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SaTC: EDU: Educating STEM Students and Teachers about the 
Relevance of Social Engineering in Cyberattacks and Cybersecurity
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