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Project Goals

Guided Learning Activities

Intellectual Merit Goals A sequence of guided-learning activities developed to teach concepts that relate to stack
smashing attacks.

Stackable course modules Virtual Lab support Engaged & Inclusive pedagogy
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e Goal: Have students be able to explain how and why
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e Compelling narrative

e Just-in-time learning content delivery
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e Knowledge checkpoints to assess student preparation What infornation would you like to find?
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e Rewards such as eXperience Points (XP) to motivate students i

Compression is the process of encoding information using fewer bits than the

original representation. Since embedded devices have less resources including a Goals
1 small memor y, on-the-fly decompression of previously compressed firmware
. PraCtlce and teSt mOdeS to ensure StUdentS have a Chance to reduces the data load and minimizes the number of accesses to long-term storage

during boot or wake-up. This, in turn, reduces the energy (and the delay)
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Prototype activity: Reverse Engineering and Analyzing loT Firmware
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Abhinav Mohanty, Parag Mhatre and Meera Sridhar. Class-sourced Penetration Testing of IoT Devices. Poster presented at the
k Web Apps IEEE Workshop on the Internet of Safe Things, 2020.

e Abhinav Mohanty, Pooja Murarisetty, Ngoc Diep Nguyen, Julio Bahamon, Harini and Meera Sridhar. Criminal Investigations: An
Interactive Experience to Improve Student Engagement and Achievement in Cybersecurity courses. Poster presented at the

52nd ACM Technical Symposium on Computer Science Education (SIGCSE'21), March 2021. _ o _ _ _ _
e Criminal Investigations: An Interactive Experience to Improve Student Engagement and Achievement in Cybersecurity courses. Course module to teach Cross-site Scripting in an interactive manner, with state-of-the-art
In Proceedings of the 53rd ACM Technical Symposium on Computer Science Education (SIGCSE’22), March 2022. tools
Module contents
e Short lecture video with demonstration of XSS attack - N ——
e Curated set of existing online learning resources 8 m
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Dynamic Interactive Stack Smashing Attack Visualization e Learning content quiz to ensure student preparation 2. it v
e Pre- and post-surveys to assess knowledge before ot st vt
e Open-source, web-based application built in React.js and after completing the module
e Free to use for educational purposes e Hands-on activity where students identify an XSS
vulnerable hybrid mobile application G
e Final quiz to assess student learning
Guides students through a simulated attack in 3 phases: Deployment
e [ntroductory graduate course on Mobile
e Create a function with a buffer overflow vulnerability loT Firmware Security
e Construct a payload to pass to the vulnerable function “w WEBGOAT e Junior level undergraduate course on
e Execute the program to attempt a stack smashing attack Web-Based Application Design and
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= An automated framework to identify preexisting security issues in loT companion apps

e developed for Android using hybrid mobile app development frameworks.
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Erik Akeyson, Harini Ramaprasad and Meera Sridhar. DISSAV: A Dynamic, Interactive Stack-Smashing Attack Visualization Abhinav Mohathy and Meera Sridhar. HybriDiagnostics: An Automatgd Vulnerability Assessment Framework for Hybrid Smart
Tool. In Proceedings of the 25th Colloquium for Information Systems Security Education (CISSE’21), October 2021. Best Home Companion Apps. In IEEE Workshop on the Internet of Safe Things. 2021.

Paper Award. Abhinav Mohanty and Meera Sridhar. Poster: Security Evaluation of SmartHome Companion Web-based Mobile
K j k Apps. Poster presented at Annual Computer Security Applications Conference (ACSAC), December2020. j



http://www.facebook.com/pages/PosterPresentationscom/217914411419?v=app_4949752878&ref=ts
mailto:msridhar@uncc.edu
mailto:hramapra@uncc.edu

