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Abstract

One-time login process in conventional authentication systems does not guarantee that the identified user is the actual user throughout the session. Continuous authentication (CA), which re-verifies the
user identity without breaking the continuity of the session, can address this issue. However, existing methods for CA are either not reliable or not usable. Moreover, These systems are increasingly
coupled with other authentication factors such as biometrics in the authentication process to increase their usability. Nevertheless, biometrics systems demand more user information in their operations,
yielding privacy issues for users in biometric-based authentication. In this paper, we introduce a usable, reliable, and privacy-preserving Wearable-Assisted Continuous Authentication (WACA)
framework, which relies on the sensor-based keystroke dynamics and the authentication data is acquired through the built-in sensors of a wearable (e.g., smartwatch) while the user is typing. The
empirical evaluation of WACA reveals that WACA is feasible, and its error rate is as low as 1% with 30 seconds of processing time and 2 - 3% for 20 seconds. Furthermore, WACA is capable of identifying
insider threats with very high accuracy (99.2%) and also robust against powerful adversaries such as imitation and statistical attackers. Moreover, we also introduce a novel, secure, efficient, and privacy-
aware continuous authentication protocol. Our system employs irreversible transformation on sensitive biometric user inputs, and does not rely on any trusted third party to provide privacy guarantees.
It is built with encryption-free mechanisms for efficiency, and does not require any secret parameters, yet, it allows distinguishing genuine users from imposters even in noisy biometrics settings.
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