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 Integral filter:
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Threats:

 Interruption-driven attacks:

 Infeasibility-driven attacks:

 Profit-driven attacks:
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Distributed attack detection & mitigation:

Consensus-based distributed energy 

management system (EMS):

FREEDM GEH microgrid:

 Interruption-driven attack:

 Infeasibility-driven attack: overload GSP

Profit-driven attack: DESD3 attacker

EDC

EDC

EDC

EDC

Collaborative Distributed
OptimizationConsensus Network

 

Neighborhood 
Coordination

Local Update

Local 
Information

Local Controller

Cyber Layer

Physical Device

Neighbors  
Information

Operating 

Point

   ˆˆ , , ,i in h P k n v ò

   min max

• •
ˆˆ , ,[ ], ,i in h P P P k n v

   $
ˆˆ , , ( ), , .i in h P p k k n v

Neighbors
Consensus 

Update
Misbehavior 

Detection

Reputation 
Management

WeightsShared 
Information

Actual 
Information

Estimated 
Information

Count of 
Misbehavior

Weight 
Update

Original 
Functions

New Functions for 
Neighborhood Watch

 1

detection filter

1 1

, ,

k k

i es

k

ij t i actuale f    λ λ

[ 1] 1, [ ] [ ] ( )
[ ]

[ 1], [ ] [ ] ( )

ij j j

ij

ij j j

G k r k k k
G k

G k r k k k

 

 

   
 

  

   [ ] [ ] 1 / 2ij ijrep k G k k   

 Reputation index:

Normal system response:
*[ ( ) ( )] [ ( )]

n n

k k kP λ 0 λ
• •


