
Secure	  Percep)on	  for	  Autonomous	  Systems	  

Todd	  Humphreys	  	  |	  	  Aerospace	  Engineering	  
The	  University	  of	  Texas	  at	  Aus;n	  

NSF	  PI	  Mee;ng	  |	  November	  16,	  2015	  

	  



Autonomous	  Control	  System	  Security	  

The	  general	  secure	  control	  problem	  envisions	  arbitrary	  
manipula;on	  of	  y	  and	  u	  (e.g,	  decep;on	  and	  DoS	  aMacks)	  

2008	  



The	  UT	  Radionaviga)on	  Laboratory’s	  
approach	  to	  the	  secure	  control	  problem:	  
	  
	  Focus	  on	  field	  a'acks:	  	  aBacks	  on	  the	  
physical	  fields	  (e.g.,	  electromagne)c,	  acous)c,	  
pressure,	  etc.)	  measured	  by	  system	  sensors	  –	  
especially	  naviga)on	  and	  )ming	  system	  
sensors.	  
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Example:	  Adap)ve	  Cruise	  Control	  

Booker,	  “Mutual	  interference	  of	  mm-‐wave	  radar	  systems.”	  (2007)	  

The	  security	  of	  current	  automo;ve	  
radar	  systems	  against	  deliberate	  
aMack	  is	  weak	  because	  the	  FMCW	  
waveform	  is	  almost	  perfectly	  
predictable	  



Accurate	  and	  trustworthy	  percep;on	  is	  perhaps	  the	  most	  difficult	  
challenge	  of	  autonomous	  vehicles.	  	  Lidar,	  radar,	  and	  GPS	  must	  all	  be	  

secured	  against	  interference	  and	  decep;on.	  



Shepard,	  	  Bha],	  	  Humphreys,	  	  Fansler,	  	  “Evalua;on	  of	  smart	  grid	  and	  civilian	  UAV	  vulnerability	  to	  GPS	  spoofing	  aMacks,”	  Proc.	  ION	  GNSS,	  Nashville,	  TN,	  2012	  



Follow-‐on	  demonstra;on:	  	  
From	  onset	  of	  aMack	  to	  crash	  in	  20	  seconds	  











Three	  recent	  developments	  ...	  



(1)	  Cost-‐Ranked	  GNSS	  ABack/Detec)on	  Matrix	  

Psiaki	  &	  Humphreys,	  	  “GNSS	  Spoofing	  and	  Detec;on,”	  IEEE	  Proc.	  (invited),	  submiMed	  for	  review	  



Measurement	  interval	  can	  be	  op;mized	  by	  solving	  
a	  minimax	  problem	  on	  the	  mean	  integrity	  risk	  

(2)	  Es)mator-‐Level	  Detec)on	  of	  Posi)on	  
Decep)on:	  	  Op)miza)on	  of	  Time	  Between	  
Measurements	  

Bha]	  &	  Humphreys,	  	  “Hos;le	  control	  of	  ships	  via	  false	  GPS	  signals:	  Demonstra;on	  and	  Detec;on,”	  Naviga3on,	  submiMed	  for	  review	  



Q:	  Is	  there	  a	  saddle	  point	  equilibrium	  for	  the	  differen;al	  game	  
involving	  the	  induced	  trajectory	  and	  the	  detec;on	  sta;s;c?	  

(3)	  Open	  Problem:	  Op)mal	  Detec)on	  Sta)s)c	  	  	  



(3)	  Progress:	  Saddle	  Point	  “In	  the	  Large”	  	  	  



Secure	  Percep)on	  for	  Autonomous	  Systems	  
	  

Focus:	  	  	  Secure	  naviga)on,	  )ming,	  
and	  collision	  avoidance	  

Scien)fic	  Impact:	  	  
•  Theore;cal	  basis	  for	  

measuring	  security	  of	  ;me-‐
bearing	  signals	  

•  Framework	  for	  adversarial	  
hypothesis	  tes;ng	  

•  Suite	  of	  detec;on	  tests	  	  

Solu)on:	  	  
•  Physics	  of	  aMack	  imposes	  

fundamental	  difficul;es	  
on	  aMack	  

•  Physical	  layer:	  Exploit	  
interac;on	  with	  authen;c	  
signal	  

•  State	  es;ma;on:	  Op;mize	  
detec;on	  test	  for	  aMack	  	  

Challenge:	  	  
Ensure	  that	  autonomous	  
systems	  are	  secure	  
against	  sensor	  decep;on	  

Broader	  Impact:	  	  
•  Secure	  percep;on	  crucial	  	  

for	  autonomous	  vehicles	  
to	  safely	  enter	  airspace,	  
roads,	  waterways	  across	  
the	  globe	  

•  $100B	  market	  depends	  
on	  trustworthy	  autonomy	  

•  “Machine	  Games”	  
testbed	  being	  developed	  
at	  UT	  will	  lay	  bare	  
problem	  of	  secure	  
percep;on	  to	  next	  
genera;on	  of	  engineers	  
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