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ABSTRACT

This project is focused on ensuring the security and trustworthiness of cyber-physical microfluidic systems (CPMS). We have thus
far considered two major types of threats in CPMS: 1) Countering against biochemical threats — Molecular barcoding for digital
microfluidic biochips (DMFBs) and 2) Countering result-tampering in continuous flow-based microfluidic biochips (CFMBs).

KEY PROBLEMS SCIENTIFIC IMPACT
* Biochemical threats: Sample tampering in DMFBs * Ensure security and trustworthiness of biochips used for medical

* Malicious threats: Structure-based (SB) and Material- diagnostics and research
based (MB) attacks on CFMBs * The project will add knowledge and understanding toward
stealthy attacks

¢ |P-theft threats: Counterfeiting and overbuilding

attacks on CFMBs * Help biochip designers to come up with rational
countermeasures
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» Safeguard biochips in the era of * Educate clinicians worldwide * The molecular diagnostics market is
global pandemics and personalized who are actively involved in projected to be worth the 31.8
medicine clinical diagnostics billion USD by 2026

X

= The 5t NSF Secure and Trustworthy Cyberspace-Principal InvestigatoriMeeting(2022 SaTC Pl Meeting)

» June 1-2, 2022 | Arlington; Virginia




