FIiU

CAREER: Securing Sensory Side-Channels in Cyber-Physical Systems

Award#: NSF-CNS-CAREER-1453647

Sensors in Different Domains
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Challenges

* Less information available aboua
sensor-based threats among users.

* Unawareness about consequences
among users.

* Rapid growth of threats in recent
years.

* Failure of existing OS-based
sensor management systems.

/

available yet.

Observations

Eontext-awareness: Sensors in smart
devices change their states in a
specific pattern for each user activity.

\*No effective security mechanism/

Sensor-codependence: For each user
activity, a specific set of sensors
remain active in smart devices.
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We considered different machine learning algorithms (Markov Chain,
Naive Bayes, LMT, etc.) to build our anomaly detector.
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Performance Evaluation on Smart Watch
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Scientific & Broader Impact

( The project has produced: 8 journal articles, B
conference papers, 2 live-demos, 22 invited
talks/seminars, 5 patents (1 awarded, 4 pending).

 The project trained: 2 PhD and numerous
undergraduate students as part of the REU site at the
PI's institution and 1 high school student.

* Outreach in K-12: PI demoed the project to
thousands of K12 students visiting his lab in Miami.

Awards received 2 awards by the PI and 1 by the
PhD student were received at FIU for this research.
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