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CPS: Breakthrough: Securing Smart Grid by Understanding Communications Infrastructure Dependencies

Award #: 1545037, Date; 10/2015; PI: Sajal K. Das, Missouri Univ. of Science and Technology (Co-Pls: Simone Silvestri, Marisa Crow)

Scientific Impact:

* Novel data-driven approach to anomaly
detection across CPS and loT domains

Challenge:

* Characterize interdependence between
electric grid and communication systems

* Secure advanced metering infrastructure i () 8 : \ including smart grid and transportation
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Novel Solution:

* Entropy based Trust Model with binary
evidence (Supervised)

Broader Impact:

* Proposed defense against data integrity
attacks is robust; persistent attackers
will take 5.5 years to succeed.
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 Folded Gaussian Trust with multinomial
evidence (Semi-Supervised)

Demand Response / Pricing Signals

* Developed a new course “Advances in
CPS”; Trained one Postdoc, two PhDs,
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* Information Theoretic Diversity Index based Appliances

approach (Unsupervised)
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