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Solu9on:	
•  Es3mate	the	impact	severity	of	
c ybe r - a?acks	 on	 power	
systems	

•  Iden3fy	 compromised	 PMUs	
based	 on	 real-3me	 system	
condi3ons	

•  Introduce	 a	 comprehensive	
f ramework	 fo r	 effec3ve	
mi3ga3on	against	cybera?acks	
on	PMU	systems	

Challenge:		
•  Exis3ng	 means	 for	 online	
s y s t em	 mon i t o r i n g	 and	
es3ma3on	 are	 vulnerable	 to	
various	types	of	cyber-a?acks.	

•  The	extent	of	 impact	of	 cyber-
a?acks	 on	 power	 systems	 are	
unknown		

•  Exis3ng	 state	 es3ma3on	 bad	
data	detec3on	methods	cannot	
detect	cyber-a?acks		

•  Countermeasures	 to	 alleviate	
the	 impact	of	 cyber-a?acks	on	
power	systems	are	primi3ve.		

Scien9fic	Impact:	
•  This	 project	 helps	 iden3fy	means	
by	 which	 a?ackers	 can	 bypass	
conven3onal	 means	 to	 secure	
power	system	state	es3mators	

•  I t	 a l so	 deve lops	 pos s ib l e	
countermeasures	 when	 an	 a?ack	
is	iden3fied	as	remedial	ac3ons	

•  Bad	 data	 detec3on	 system	
a n a l y z e d 	 t o 	 d e t e r m i n e	
effec3veness	

Broader	Impact:	
•  This	 work	 impacts	 society	 by	
increasing	 the	 cyber-security	 of	
the	 	 power	 system	 cri3cal		
infrastructure.	

•  By	 u3lizing	 common	 soRware	
tools	 and	 equipment	 used	 by	
u3li3es,	 we	 will	 ensure	 our	
results	 are	 directly	 u3lized	 in	
prac3ce	

•  The	 results	 of	 this	 study	 can	be	
integrated	 into	 a	 Resilient	
Controls	 course,	 which	 is	 a	
mul3-university	 course	 jointly	
taught	by	the	PIs	of	this	project	


